Continuous Compliance Home

Continuous Compliance

Exported on 03/20/2024



Continuous Compliance — Continuous Compliance Home

Table of Contents

3.1
3.1
3.1
3.1

A
2
3

3.1.4

3.1
3.1

)
.6

3.1.7

3.1
3.1
3.1
3.1
3.1
3.1
3.1
3.1
3.1
3.1
3.1
3.1

.8

9

.10
1
12
13
14
15
16
a7
18
19

3.1.20
3.1.21
3.1.22
3.1.23

Welcome to the Delphix Continuous Compliance documentation!.......... 38
QUICK FEfEIENCES ...t 52
REIEASE NOTES ... 53
NEW FEATUIES ... 53
RelEaSe 27T1.0.0.0. ..o 53
Release 20.0.0.0........iiieeieeee e 53
Release T19.0.0.0....c.uiiieeiieeeee e 54
Release 18.0.0.0....c..uiiiieeiieeee e 54
ReIEASE T7.0.0.0. .. 54
Release T16.0.0.0....c...iiiieiieeiee e e 55
Release 15.0.0.0....c..uiiiieeiieeee e 55
Release T4.0.0.0....c.uiiieeieeeee et 56
Release 13.0.0.0....c.uiiieieeeeeee e 57
RelEasSe T2.0.0.0. .. 58
RelEasSe TT.0.0.0. ..o 58
Release T0.0.0.0....cc.uiiieeiieeee e 58
ReIEaSE 9.0.0.0.. ..o 59
REIEASE 8.0.0.0.. ..o 59
REIEASE 7.0.0.0....oiieeieeeeeeeee e 59
REICASE 6.0.77 ..ottt e 60
REIEASE 6.0.716.0....c.ueiieiieeiieeeeeee e 60
REIEASE 6.0.715.0. . i 60
REIEASE 6.0.T4.0...cceeiieeieeeeeee e 61
REIEASE 6.0.13.0. ..t 62
REIEASE 6.0.T2.0. .. i 63
REIEASE 6.0.TT.0. . i 64
Release 6.0.T0.0......c..ooiiieeiieeiee e 65



3.1.24
3.1.25
3.1.26
3.1.27
3.1.28
3.1.29
3.1.30
3.1.31
3.1.32
3.1.33
3.1.34
3.2
3.2.1
3.2.2
3.2.3
3.24
3.2.5
3.2.6
3.2.7
3.2.8
3.2.9
3.2.10
3.2.11
3.2.12
3.2.13
3.2.14
3.2.15
3.2.16
3.2.17

Continuous Compliance — Continuous Compliance Home

Release 6.0.9.0......c.eiiieeeee e 67
RelEaSE 6.0.8.0.....cceiieeeeeeee e 67
REIEASE 6.0.7.0. ..o 68
REIEASE 6.0.6.0.....cceeieeieeeeeee e 70
ReIEaSE 6.0.5.0.. ..ot e 70
REIEASE 6.0.4.0 ... 71
ReIEASE 6.0.3.0....ciiiieeeeeeeee e 72
REIEASE 6.0.2.0.....o i 73
ReIEASE 6.0.7.0.. .o 74
Release 6.0.0.0......cceiiieeieeee e 75
REIEASE 5.3 ... e 77
FIXEA ISSUBS....eeieeieeeeeee e 81
Release 271.0.0.0. .. 81
Release 20.0.0.0......uiiieeieeee e 82
Release 19.0.0.0....c.uiiieeieeee e 82
Release 18.0.0.0....c.uiiieeieeie e 83
Release 17.0.0.0. ... 83
Release 16.0.0.0....cc..ii e 84
Release 15.0.0.0. ... i 85
Release T4.0.0.0. ... 86
Release 13.0.0.0. ... 86
SECUNMTY FIXES ottt e e e e aa e e e e eerreaeeeas 87
Release 12.0.0.0. ... 88
SECUNTY FIXES ...t 88
Release T71.0.0.0. ..o 89
SECUNTY FIXES ... et 89
Release T10.0.0.0. ...t 90
Release 9.0.0.0. ..o 90
Release 8.0.0.0. ... 91



3.2.18
3.2.19
3.2.20
3.2.21
3.2.22
3.2.23
3.2.24
3.2.241
3.2.24.2
3.2.25
3.2.26
3.2.27
3.2.28
3.2.29
3.2.30
3.2.31
3.2.32
3.2.33
3.2.34
3.2.35
3.2.36
3.3
3.3.1
3.3.2
3.3.3
3.3.4
3.3.5
3.3.6
3.3.7

Continuous Compliance — Continuous Compliance Home

Release 7.0.0.0. ... 92
REIEASE 6.0.717.0. . it 93
RelEaSE 6.0.716.0....c.eiieieeiieeee e 95
ReIEaSE 6.0.715.0. .t 97
REIEASE 6.0.T4.0...cc i 99
RelEasSe 6.0.13.0. .. it 100
ReIEASE 6.0.712.0. .. i 101
LOGA) UPAAtES.....c.eeiiieeieeee e e 101
FIXEA ISSUES ...ttt 102
ReIEaSE 6.0.T7.0. . it 105
Release 6.0.710.0........ooiieeeeeeeeee et 107
Release 6.0.9.0.........oiiieeee e e 109
RelEaSE 6.0.8.0.....cceiieeieeee e e 111
REIEASE 6.0.7.0 ... et 113
ReIEASE 6.0.6.0.....cceeieieeeee e 115
ReIEASE 6.0.5.0.....c i 116
REIEASE 6.0.4.0.....cceeieeeeeee e e 118
ReIEaSE 6.0.3.0. ..o e 120
REIEASE 6.0.2.0.....o it 122
ReIEASE 6.0.7.0....ci i 124
Release 6.0.0.0......c.oieieeeeeee e e 126
KNOWRN ISSUBS ...ttt et e et e et e e ee e 128
Release 271.0.0.0. ..ot 128
Release 20.0.0.0.......oooieeeeeeee e 128
Release 19.0.0.0.......oi et 129
Release 18.0.0.0.......oooieeee et 129
Release 17.0.0.0. ..ottt 130
Release 16.0.0.0........ooiiiieee e s 131
Release 15.0.0.0. ..ot 133



3.3.8
3.3.9
3.3.10
3.3.11
3.3.12
3.3.13
3.3.14
3.3.15
3.3.16
3.3.17
3.3.18
3.3.19
3.3.20
3.3.21
3.3.22
3.3.23
3.3.24
3.3.25
3.3.26
3.3.27
3.3.28
3.3.29
3.3.30
3.3.31
3.3.32
3.3.33
3.4
3.4.1
3.4.1.1

Continuous Compliance — Continuous Compliance Home

Release T4.0.0.0.......oi ot et 134
Release 13.0.0.0. ..ot 134
Release 12.0.0.0. ..ottt 135
Release T71.0.0.0. ..o s 135
Release 10.0.0.0.......oi oot 136
Release 9.0.0.0.....cciieeeeee e 136
Release 8.0.0.0........eieieeeee e e 137
Release 7.0.0.0. ..o e 137
REIEASE 6.0.717.0. . et 137
RelEaSE 6.0.716.0.......eieiieieeee e e 138
ReIEaSE 6.0.715.0. .ot 138
ReIEASE 6.0.T4.0..... .ot et 138
RelEase 6.0.713.0. ..ot e 138
ReIEASE 6.0.712.0. ... ettt 139
ReIEaSE 6.0.T7.0. . i 139
Release 6.0.710.0........ooeieeee et st 140
Release 6.0.9.0......c.oi e e 140
RelEasSE 6.0.8.0.....cceiieeeeeee e e 140
REIEASE 6.0.7.0....co e 140
ReIEASE 6.0.6.0.....cceiieeieeieee e 140
ReIEASE 6.0.5.0.....c it 140
REIEASE 6.0.4.0.....cceeieeeeeee e e 140
ReIEaSE 6.0.3.0....ci i 140
REIEASE 6.0.2.0.....c i 141
ReIEASE 6.0.7.0....ci i 141
Release 6.0.0.0......c.oieieeee e e 141
Deprecated and end-of-life features ..........cooeveeeeeeieceieeeeeee e 142
Release 20.0.0.0.......oooieeeee e 142
End-of-life features .........ooveeiieieeeeee 142



3.4.2
3.4.2.1
3.4.3
3.4.3.1
3.4.3.2
3.4.4
3.4.4.1
3.4.5
3.4.5.1
3.4.6
3.4.6.1
3.4.7
3.4.7.1
3.4.8
3.4.8.1
3.4.8.2
3.4.9
3.4.9.1
3.4.10
3.4.10.1
3.4.11
3.4.11.1
3.4.12
3.4.12.1
3.4.13
3.4.13.1
3.4.13.2
3.4.14
3.4.14.1

Continuous Compliance — Continuous Compliance Home

Release 15.0.0.0. ..o 142
Deprecated fEATUIES ........cc.vviieeeeeeeeeeeeeee e 142
Release T71.0.0.0. ..o s e 142
Deprecated fEATUIES ........cc.vei e 142
End-of-Life features ........ooveeiieieeeeeeeeeee e 142
Release 10.0.0.0. ..ot 143
Deprecated fEAtUIES ........couvvi i 143
REIEASE 6.0.717.0. i et 143
End-of-life features .........ooveeiieieeeeee e 143
RelEaSE 6.0.715.0. .ot 143
End-of-life features .........ooveeiieeeeeee e 143
ReIEASE 6.0.712.0. ... it 143
End-of-life features .........ooveeiieieeeeee 143
ReIEaSE 6.0.T7.0. . i e e 144
Deprecated fEATUIES ........ccuvii e 144
End-of-life features ........ooveeiieeeeeee e 144
Release 6.0.710.0........ooiieeeeeeeeee et 144
End-of-life features .........ooveeiieieeeeeee 144
Release 6.0.9.0.........oi e 144
Deprecated fEATUIES ........cc.veiieeeeeeeeeeeeee e 144
RelEaSE 6.0.8.0.....cceiieeeeeee e e 145
End-of-life features .........ooveeiieeeeee 145
REIEASE 6.0.7.0 ... e 145
End-of-life features .........ooveeiieieeeeeee 145
REIEASE 6.0.4.0.....cceiieeee e 145
Deprecated fEATUIES ........cc.veiieeeeeeeeeeeeee e 145
End-of-life features .........ooveeiieieeeeeee 145
RelEaSE 6.0.3.0.. ..o e 146
End-of-life features .........ooveeiieieeeeee 146



3.4.15
3.4.15.1
3.5

4.1
41.1
4.1.2
4.1.3
41.4
4.1.5
4.2
4.2.1
4.2.2
4.2.3
4.2.3.1
4.2.4
4.2.41
4.2.5
4.2.5.1
4.2.6
4.2.6.1
4.2.7
4.2.7.1
4.2.8
4.2.8.1
4.2.9
4.2.9.1
4.2.10
4.2.11

Continuous Compliance — Continuous Compliance Home

Release 6.0.0.0......c.uieieeee e 146
End-of-life features .........ooveeiieeeeeeeee e 146
Licenses and NOTICES ......ccviiiiiieiieeeeeeeee e e 146
Getling STArted .......eeeieeeeeee e 148
Introduction to Delphix Masking ...........c.cocoviiiiiiioiiiiecee e, 148
ChallEN@E ... e 148
Yo ] V14T ] o USSP 148
High-level platform architecture .............cccooeeiiiiiiiiiice e, 149
How Delphix identifies sensitive data.............coccveeeeeeiicieiceeceeeee 150
How Delphix secures your sensitive data.............ccccooeeeeeiiieiiiicceec. 151
Data SOUICE SUPPOIT ....ooeeiieieieeeeeeeeeeeeeeeeeeeee et e e e e e e e e e e e e e e e 151
Standard CONNECTOTS ........ccoiiiiieiiee e 152
SeleCt CONNECIONS ... 152
DDB2 LUW CONNECION ......eiiiiieiiieeeeeee ettt 152
TLS/SSL SETUP ottt e et e e e aaaee s 154
Oracle CONNECION........iiiieeie et 154
TLS/SSL SETUP .ottt et e e e aaee s 155
MS SQL CONNECTION ..ttt e 156
TLS/SSL SETUP ottt e et e e e aaaee s 157
PoStgreSQL CONNECTON ........eviiiieeeee et e 157
TLS/SSL SETUP ottt e et e e e aaaee s 159
MySQL / MariaDB CONNECTON..........uviiieeiiieeeeee et 159
TLS/SSL SETUP ottt e et e e e aaaee s 162
SAP ASE (Sybase) CONNECION...........cocieuiieieieeieeeeeeeeeeee e, 162
TLS/SSL SETUP ottt e et e e e aaaee s 163
Db2 z/0S and iSeries CONNECIOrS .........c.covcvieeciieeiieeeeeee e 164
TLS/SSL SETUP .ottt ettt e e e aaee s 165
FIleS CONNECTON........eiiee e 165
Mainframe data set CONNECION............ccuveviieiiieieeeeceee e 166



4.2.12
4.3
4.3.1
4.3.1.1
4.3.1.2
4.3.2
4.3.2.1

43.2.2

4.3.2.3

43.2.4

4.3.2.5
4.3.3

4.3.3.1
4.3.3.2
4.3.3.3
4.3.4

4.3.4.1
4.3.4.2
43.4.3
43.4.4
4.3.4.5
4.3.5

4.3.5.1
4.3.5.2
4.3.5.3
4.3.5.4

Continuous Compliance — Continuous Compliance Home

ONn-The-Fly masking JObS ........cccviiiiiieeee e 166
INSTAIlAtION ..o e 167
Prer@qUISITES .. ... 167
VM-based Continuous Compliance Engines............ccccveeevvieeecveeecieeeee, 167
Container (Kubernetes) based Continuous Compliance Engine ............ 168
Network connectivity requIirements..........ccccveeeeciiieciiecccee e, 170
General outbound connections from the virtual machine Delphix
Continuous Compliance ENGiNe..........cccvviiiiiiiciiiiceee e, 170
General inbound connections to the virtual machine Delphix Continuous
ComplianNCe ENQINE .......ooiieiiieeeee e 171
General outbound connections from the containerized Delphix
Continuous Compliance ENGINe..........cccovviiiiiiiiciiiceeeeeee e 171
General inbound connections to the containerized Delphix Continuous
ComplianNCe ENQINE .......viiiiiieeeee e 172
Firewalls and Intrusion Detection Systems (IDS) .........ccccoeeveveveienenne. 172
FIrsSt timME SETUP ... 172
Setting up network access to the Delphix Engine...........cccocoeeviiennnnnne. 172
Setting up the Delphix ENGINe .........cccooiieiiiiiiieee e, 173
Logging in to the Delphix Continuous Compliance Engine ..................... 175
AWS EC2 installation ........coocuieeiieeieeeeeeeee e 175
INSTANCE TYPES ... e e e 175
Network configuration..............ccoeeeiiiiiiiicceeee e 176
Storage configurationS ..........cccooooiiioii i 177
Additional AWS configuration NOteS...........cceeecuiiiciiieciiceee e 178
Installing AMION AWS EC2 ..o 179
Azure INStallation ..o 180
INSTANCE TYPES ..oeiieeeeee e e et e e e eaa e e e e e 180
Network configuration..............ccooeeviioiiiiicccceeeeeee e 181
Storage configuration ............ocoviioiiiiii e 181
EXTENSIONS ..ot 182



4.3.5.5
4.3.6
4.3.6.1
4.3.6.2
4.3.6.3
4.3.6.4
4.3.7
4.3.7.1
4.3.7.2
4.3.7.3
4.3.7.4
4.3.7.5
4.3.8
4.3.8.1
4.3.8.2
4.3.8.3
4.3.8.4
4.3.8.5
4.3.8.6
4.3.8.7
4.3.9
4.3.9.1
4.3.9.2
4.3.9.3
4394
4.3.9.5
4.3.10
4.3.10.1
4.3.10.2

Continuous Compliance — Continuous Compliance Home

Installing VHD 0N AZURE............ooooiiiieeeee e 182
Containerized installation..............coooiieiieii e 182
Kubernetes installation for containerized masking..............ccccccoveene... 182
Obtaining the IMages.......cccuviieeeeee e 182
SO U e e e 183
DEDUGGING oo e 187
Google Cloud Platform installation............c..cccoeeiiiiiiiiiiceeeeeee 188
MaACRINE TYPES ... 188
Network configuration..............ccooeoiiiiiiiiiec e, 188
Storage configuration ............ooovieiiiiiii i 189
Additional GCP configuration NOtes ...........cccoeevviieiiiieciieeeeee e 189
Installing on Google Cloud Platform............ccooooiieiiiiiiiiceceee, 189
Hyper-Vinstallation...........c.c.ooooiiiio e, 190
SUPPOEA VEISIONS ...t 190
VIFTUAI CPUS ...ttt et 190
=T 0 gL ] o VPO PUPRRUUPPPR 191
NETWOTK ...t e e 191
SCSICONTIOIIEN ... 192
Storage configuration ............ocoviiiiiiiii e 192
INSTAlliNG HYPEI-V ..o 194
IBM Cloud Platform installation..............cccooeeevieiienienieeceeeee e 195
SUPPOItEd Profil€S .....oooeeeeeeeeeeeeeeeeee e 195
Network configuration..............ccooeoiiiiiiiiiec e, 196
Storage configuration ............ocoviiiiiiiii e 196
Additional IBM configuration NOtes ...........cccoeecviieciiiicieccieeeeee e 197
Procedure for deploying in the IBM Cloud..............cccoooiiiiiiiiiiciee, 197
KVM NStallation.........ccoooiieeeee e 202
OVEIVIEBW ...ttt ettt e e ettt e et e e e aaeeeenteeesnneeeennaeas 202
Pre-re@QUISITES ... .. 203



4.3.10.3
4.3.10.4
4.3.10.5
4.3.10.6
4.3.10.7
4.3.11
4.3.11.1
4.3.11.2
4.3.11.3
43.11.4
4.3.11.5
4.3.11.6
4.3.11.7
4.3.12
4.3.12.1
4.3.12.2
4.3.12.3
43.12.4
4.3.12.5
4.3.12.6
4.3.12.7
4.4
4.4.1
4.4.2
4.4.3
4.4.4
4.4.5
4.4.6
4.5

Continuous Compliance — Continuous Compliance Home

VIFTUAI CPUS ...ttt et e e 203
=T 0 gL ] o VU PUPRRUUUPPRR 204
NETWOTK ...t 204
SCSICONTTOIET ... 205
GENEIAl STOFAQE......ueii i et 205
OCHINSTAllAtioN ......ooeieeeeee e 206
Supported databases ..........oooovviiiioei e 206
CoOMPULE IMAGE TYPES....eii ittt e e e e raee e e 206
SUPPOEA SNAPES ... 206
Network configuration..............ccooeeiiioiice e 207
Storage configuration ............oooviiiiiiiii i 207
Additional OCI configuration NOtES.........c.cccceieiiiieciiiecieee e 208
INSTAIlING OCH ..ot 208
VMware installation ............ccoooiinieeee e 212
SUPPOtEd ESX VEISIONS ..o 213
VIFTUAI CPUS ...ttt e et e 213
(=T 0 gL ] o VPSP PRRUUPPRRRN 214
NETWOTK ...t e 214
) (o] = o = TS USR R 215
Additional VMware configuration Notes...........ccccecveeeviieciieccieccieee e 216
Installing OVA on VIMWATIE..........oooovviiiiieieeee et 216
NamiNg reqUIrEMENTS ..o e e eaae e e 217
Affected configurable ObJECTS..........ccceieiiieciiiceceeee e 217
UPGrade ...t e e 220
Maximum name lenNgthsS........cccooiiiiiiiee e 220
Create/TENAME ...ttt e e e e e neeas 221
Environment eXport/iMPort..........covvii oo 221
SYNIC e e e e et e e e et e e e e e aaaaaeeenraeaeas 221
Graphical USerinterface ..........oc.uoeoevieeeoeeeeeeeeeee e 222

10



4.5.1
4.5.2
4.5.3
4.5.4
4.5.5
4.5.6
4.5.7
4.5.8
4.6
4.6.1
4.6.1.1
4.6.1.2
4.6.1.3
4.6.1.4
4.6.1.5
4.6.1.6
4.6.2
4.6.2.1
4.6.2.2
4.6.2.3
4.6.3
4.6.3.1
4.6.3.2
4.6.3.3
4.7
4.7.1
4.7.2
4.7.3
4.8

Continuous Compliance — Continuous Compliance Home

Yo Te 18 o3 4T} o USRS 222
Ao ] 1 41 Vo R UURR 222
FIEIING et et 223
PIiNNIiNG COIUMNS .....ooiiiiiie e e 227
AUtO-SIZING COIUMNS ..o 227
VIiew MOre COIUMNS ... 228
Ao 1 o] 1 SRR 229
Select/Deselect all the records.........coooiveeiieiiiiieeeeeeee 229
USEIrS @Nd FOIES ... e 230
What @re rOlES? ...ttt 231
ACTIONS ...ttt et ettt e et e e et e et ee e 231
O JECES . e 231
AdAING @T0lE oo 232
ROIE TY P et et e e et e 234
Recommended FOIES.........c.ooiiieeeeeeeeeee e e 234
MOdIfYING ROIES ... 235
WRAt @re USEIS? ...ttt et naeesneeen 238
AAING @ USEN ...ttt et et e e e 238
UPdating @ USEI .......oooeeiiieee e 241
DEletiNg @ USEN ...t e e 243
SAMPIE ISON ... 245
AlLPFIVIIEGES ..ot e 245
Create NMEW USEI .....eiieiiieeeeee ettt ettt e et e e et e et esnseeeenaeas 248
USEIUPAALE ... 249
Best practices for defining masking roles .........c..cccooeoviieiiiiiiicciecn, 249
INTFOAUCTION ...t 249
SAMPIE RACH ... e 250
Sample roles for Masking ..........coooooiiiiiieicceceeeeeeee e 251
AUAIT OGS ..ot et e 252

11



4.8.1
4.8.2
4.8.3
4.8.4
4.8.5
4.9
4.9.1
49.2
49.3
49.4
4.9.5
4.9.5.1
49.5.2
49.5.3
4.10
4.10.1
4.10.2
4.10.2.1
4.10.2.2
4.10.3
4.10.4
4.10.5
411
4.11.1
411.2
412
413
4.13.1
4.13.2

Continuous Compliance — Continuous Compliance Home

AUt I0Q UL PAQE... e 252
AUAITIOG APIS ... e 253
What gets 10gged? ... 253
Retention POLICY.......ooooiiiiie e 254
Recommendation...........coouiiiiieiieeeeee e 254
Kerberos configuration.............cccoooviiiiiiiiic e 254
Yo Te 18 Tox 4T} o USSR 254
TErMINOIOQY ..o e e 254
Configuring Kerberos on the appliance.........ccccccooeeiiiiiiciiiceccee 254
Creating masking database connectors using Kerberos....................... 256
Reference database configurations .........c..ccccoeoiiiiiiciiiccec e, 258
Oracle database..........ooeieeiieiie e 258
MS SQL SEIVET ...ttt ettt et e et e s naee e naeas 261
SYDASE . 264
Password vault configuration ..............cccoooeeeiiiiiciicceee e, 269
Yo To 18 Tox 4T ] o USRS 269
Configuring a password vault on the appliance...........cccccceoveeveieneeennnn. 270
Setting up apassword vault................cooooiiiiiii 270
Settingup acredential path ...........ccccoiieiiirii 271
Configuring the database connector.............ccoeoviiiiiiciiicciieeeee 272
UL configuration...........c..oooiiiiiiiee e 272
API coNfiguration .........ooviiiiiieeeeceeeeee e 272
Db2 connector license installation ...........cccocoieeiiiiiiiiic 273
Applying Db2 connector for mainframe ..........ccccoooveeeiieiiiccieceeee 273
Applying Db2 connector foriSeries ........cccooveeeieecieccieeeeeee e 274
Continuous Compliance Engine icon reference...........ccccccceveeveeeneeennnn. 275
Delphix masking terminology............ccooviiiiiiiiiciiiiceecee e, 276
PrOAUCTS ...t 276
INTEITACES ..ot 277

12



4.13.3
4.13.4
4.13.5
4.13.6
4.13.7
4.13.8
414

4141
4.14.2
4.14.3
415

4.15.1
4.15.2
4.15.3
415.4
4.16
4.16.1
4.16.2
4.16.3
416.4
4.16.4.1
417
4171
417.2
4.18
4.18.1
4.18.2
4.18.3

Continuous Compliance — Continuous Compliance Home

COTE CONCEPES .o e e e e e e eans 278
Data Source CONNECIONS ......ococuiiieiiiie et 278
Continuous COMPlANCE ..........oooiiieeeeeee e 279
Masking algorithms ..o, 280
Profile JOb CONCEPTS.......ooouiiiiiiee e 282
Masking JOb CONCEPLS ....ccuviiieieieeeeee e 284
Changing the IP address of the Delphix Engine...........cccceovveeieieneeennnn. 285
Pre-re@QUISITES ... . 285
Changing the IP address from the user interface..........c..ccccceeveeveennn. 286
Changing the IP address using CLI............cccviiiiiiiiciiieeeee e, 286
Stopping and starting the containerized Continuous Compliance

ENGING . e e e e e raa e e e aas 287
OVEIVIEBW ...ttt ettt e et e e ettt e et e e st e e e sntaeesneeeeennaeas 287
Starting the containerized Masking Engine............cccccooieoiiiiiiiccine, 288
Stopping the containerized Masking Engine............cccccoeeeviiieiiieeevenennne, 288
Removing persistent volumes / persistent volume claims..................... 289

Stopping, starting, and restarting the continuous compliance engine... 290

OVEIVIEBW ...ttt ettt e et e e et e st e e e ate e e enteeesnseeeennaeas 290
Use CaSES EXAMPIES .......oooeeeeeeeee e 290
Troubleshooting before arestart...........ccooooeieiiiiiiiiciceeeeee 290
Using the Command-Line Interface (CLI).........cccoveieieieieieieieieee 291
Restarting the Masking Engine example.........cccocooeoiiiiiiiiciieieeeeee, 291
Upgrading the Continuous Compliance Engine ...........cccceevveiecieeeennen. 292
Upgrades for virtual Compliance ENgines..........cccccoveeiviieivieccieeiiee, 292
Upgrades for containerized Compliance ENgines ...........ccccceveeevveennn.ne. 292
UTIHZATION ... 293
OVEIVIEBW ...ttt ettt e et e e et e st e e et eeenteeeeneeeeennaeas 293
Utilization Ul Page.........ooeeeiiieeeeeeeeee e 293
The jobs utilization report...........c.c.ooooiiieeeee e 293

13



4.18.4
4.18.4.1

5.1
5.1.1
5.1.2
5.1.3
5.2
5.2.1
5.2.2
5.2.3
524
5.2.5
5.2.6
5.2.7
5.2.8
5.3
5.3.1
5.3.2
5.3.3
5.3.4
5.4
5.4.1
5.4.1.1
5.4.1.2
5.4.2
5.4.3

6.1

Continuous Compliance — Continuous Compliance Home

The database SiZe rePOrt........cuveiiiiceeeeeee e 294
SUPPOIT MATEIX...eiiiiiieeeeeee e e e e e e e 294
Preparing data...........coooiiiiiiieee e 296
Database user permissions for executing masking and profiling job.... 296
INTFOAUCTION ... s 296
List of database entitlements required to run masking jobs.................. 296
List of database entitlements required to run profiling jobs................... 297
Preparing Oracle database for profiling/masking ...........cccccovveeeirennnae. 297
OVEIVIEBW ...ttt e et e e ettt e et e e et e e e saseeeenneeeennaeas 297
Archive I0gQing ...ooooeeiiieee e e 297
DB/VDB memory allocation ...........c..ooooviiiiiiiiiciiceeeee e, 297
Undo tablespace size and undo retentiontime: ...........cccooeevviiiieinen. 298
Redo logs are optimally Sized ............oooviiieiiiii e, 208
Change PCTFREE t0 40-50: .........oooiiiieeieee et 299
Change primary Key TO ROWID:..........coooviiiiiiiiieeeeee e 299
Masking USEr Privileges:........coouiiieiiieeeeeeeee e 299
Preparing SQL server database for profiling and masking .................... 300
LOGOING ...ttt e e e e e e e et e e e e et a e e e eenraaeaeann 300
DB/VDB memory allocation ..........cc..oooeviiiiiiiiiieee e, 300
Primary/Foreign/DMS_ROW_ID KeyS ........cooeviiiiiiieiiieeeeeeee e 301
Creating a masking user and privileges ..........ccccoeeveieieciiiccie e, 301
Preparing Sybase database for profiling and masking ..............c............ 302
What is min/max memory in SQL Server?.........ccooveeoveeeecieeeeciee e, 302
Determining the amount of memory SAP ASE needs ..........cc..ccuveue..e. 302
Determine the SAP ASE memory configuration...............ccccceevveeevieenen.e. 303
Primary/Foreign/DMS_ROW_ID keys to for masking Sybase.:................. 303
Creating a Masking user and privileges: .........cccooeeoiiieeiiiciieeee. 304
ConNecting data.........ccveiieiiieeeee e 305
Managing enVIrONMENTS..........coiiiiiiiieeeeiiie e e e e e e e eareee e 305

14



6.1.1
6.1.2
6.1.3
6.1.4
6.1.5
6.1.6
6.1.7
6.1.8
6.1.9
6.1.10
6.1.11
6.2
6.2.1
6.2.1.1
6.2.2
6.2.2.1
6.2.2.2
6.2.2.3
6.2.2.4
6.2.3
6.2.3.1
6.2.3.2
6.2.3.3
6.2.3.4
6.2.4
6.2.4.1
6.2.4.2
6.2.4.3
6.2.4.4

Continuous Compliance — Continuous Compliance Home

Adding an application .........cccoeiiiiii i 306
Creating an envirONMENT ..........ooooviiiiiiieciiee et 306
EXPOrting SETHINGS .. 307
IMPOrtiNng SETHNGS.....oviiieeee e 308
ASYNC tasK STatUS........ooouiiiiiieee e 309
Exporting an environmMent ..........cccvviiiieeiiiieeeee et 310
Importing an enVIiroNMENT............oviiiiiiieee e e 311
Editing an environment............ccoooiiiiiie e 313
Copying an enVIrONMENT...........ooiiiiiiiee et rre e e 313
Deleting an enViroNMENT.............oooiiiiieiiiieeee e 314
Searching for environmMEeNts ............cooviiiiiiiiiiceeeecceeceee e 314
Managing remote mounts for VM continuous compliance engines...... 314
Mount filesyStemM APl .........ooiiieeee e 315
Mount iINfOrMatioN .......c.ooviieiieec e 315
MOUNT OPLIONS ... e e 315
ENfOrced OPtiONS.......c.eveeieeeee e 315
MiNIMal OPLIONS ... 316
VErSION OPLIONS ..eeeiiieeeceeece e 316
GENEIIC OPLIONS ... e e 316
CRUD OPEratiONS.........uuviiiiiieeee ettt e e e e e e e 317
(07 =T 1 (SR 317
=T Lo SRR 317
UDRAAE ... 317
D= L) (SRS 317
MOUNT OPEIAtIONS......ueeiiiiieeieeceeeee e 317
(070] o] o T=T o] SRR 317
DYoo) o] o [T o SRS 317
REMOUNT ...t s 318
Resolve mount CoONSISTENCY .......coooviiiiiiiiece e, 318

15



6.2.5
6.2.5.1
6.2.5.2
6.2.5.3
6.2.6
6.2.6.1
6.2.6.2
6.3
6.3.1
6.3.1.1
6.3.1.2
6.3.2
6.3.2.1
6.3.3
6.3.4
6.3.5
6.3.6
6.4
6.4.1
6.4.2

6.4.3
6.4.4
6.4.5
6.4.6
6.5

6.5.1
6.5.2
6.5.3

Continuous Compliance — Continuous Compliance Home

USING MOUNTS ...ttt e e e eenaae e e 318
File CONNECION. ... o 318
File FOrMat ... s 320
SYNC MOUNTS ..o e e e et e e e e e nraeeeas 321
Recommended mount server configuration ...............ccccoooeeeiieeiieenene, 321
CIFS SEIVET ..ttt et e e e s ee e neeas 321
NFS SEIVET ...ttt e et e et e e s ee e nnaeas 321
Managing remote mounts for containerized masking...........cccccoeunee... 322
Creating the mountpoint connection in Kubernetes...........cccccoeeeveeennnen. 322
NFS Persistent VOIUME YAML ......ocoiiiiieeeeeeeeeee e 322
NFS persistent volume claim YAML ..........ooooiiiiiiie e, 323
Using the mountpoint in the pod configuration ...............ccccoeeeieiiienne 323

Excerpt of kubernetes-config.yaml to show support for NFS volumes.. 323

Using the mountpointinthe Ul............cccoiiiiiiiii e, 324
Other types of filesystem mountpoint............cccooovieiiiiiiiiciceeceee 325
Known limitationS .........ooiiiiiiieeeeeee e 325
Local file masking troubleshooting ..........c.ccccooeeiiiiiiciiiccee, 325
Managing SSL/TLS over JDBC for containerized masking..................... 326
Prer@QUISITES .....vviiii ettt e e e e eeraee e e 326
Create configmap entry based on database provided SSL/TLS

COIITICATE. ... 326
Mount the configured configmap as volume..............ccceooiieiiieciieenenee, 327
Create trust store and upload all mounted SSL/TLS certificates........... 327
Configure SSL/TLS over JDBC CONNECLON..........ccovieeuiieeiiieeieeeieeeieeeia 328
SSL/TLS over JDBC troubleshooting...........cccoooeeiiiiiiiiiice 328
Managing CONNECTOIS......cccuiiiieeeciieee et et e e e e e e e e eiaaeeeeenes 329
Creating @ CONNECTON .......coocciiieeeeceee ettt e e e e eraee e 330
Editing @ CONNECTON.......ooiiiiiiieeeeeee e 334
TeStiNG @ CONNECTON ...t e 336

16



6.5.4
6.5.5
6.5.6
6.5.6.1
6.5.6.2
6.5.6.3
6.5.7
6.5.7.1
6.5.7.2
6.5.7.3
6.5.8
6.5.9
6.5.9.1
6.5.9.2
6.5.9.3
6.5.9.4
6.5.10
6.5.10.1
6.5.10.2
6.5.10.3
6.5.11
6.6
6.6.1
6.6.2
6.6.3
6.6.4
6.6.5
6.6.6
6.6.7

Continuous Compliance — Continuous Compliance Home

Deleting @ CONNECTON........c..viiiieeeee e 337
Database CONNECTIONS. ......c..oiiiiiieeeeeeeeee e e 338
Authentication tYPES.....c.vii i 339
USername/PasSWOId..........coouiiiiieiiieeieeeeee ettt 339
Kerberos authentication (Oracle only)...........ccooeeveieieieieieieeeee 340
Password Vault.............c.oooiii e 340
Database connector Properties ..........ooocuveeeeeeoeeeeeeeieee e 340
GettiNg PrOPEItIES ..ottt e e e e raa e e e 340
SEttiNG PrOPEITIES. . .eii e 341
Security CoONSIAErationS...........oocoviiieiiiiicieeeee e 342
File CONNECIONS.....ooeieeee e e 343
Mainframe MVS Storage ACCESS.......ccceevveeeiieeieecieeeee e 346
Valid connection with Mainframe...........cccccoeiieiieiiecieeee e 346
Invalid connection with Mainframe ............cccoeveiieiieiiiceeee 347
FTPS Connector for Mainframe storage ...........ccccocovveeiieeciecciece e, 348
Invalid/No Certificate........coooiiiieiiiecec e 351
Amazon Simple Storage Service (S3) Connector for files ...................... 351
Configuring an S3 CONNECTON ..........ccuiieiiiieiiecee e 353
Sample payloads.........coouiiiiiiee e 354
S3UPIOAd SIZING ....cuiiiiiiii e 355
] 0 01 €= 14 [0] o < TSR 355
Managing extended CONNECIOrS .........cccvviiiiiiiciieeee e, 355
] 0 01 €= 14 [0] o < TSR 356
Installing @ NEW driVEr........oooiiiieeeee e 356
DriVEr PEIMUSSIONS ...uvvviiiiieieeeeeeeee e e 357
EXtended 10gQing ....ooooviiiee e 358
Creating an extended coONNECTOr..........ccvviiiiiiiiiiiiceeeee e, 359
SYNCIrONIZAtION ......eviiiiiieee e e 361
License entitlement for commercial JDBC drivers..........ccccccoveeevieennn.ne. 361

17



6.6.7.1
6.6.7.2
6.7
6.7.1
6.7.2
6.7.3
6.7.4
6.7.4.1
6.7.4.2
6.7.4.3
6.7.5
6.7.6
6.7.6.1
6.7.6.2
6.7.6.3
6.7.7
6.7.7.1
6.7.7.2
6.7.7.3
6.7.8
6.7.8.1
6.7.8.2
6.7.8.3
6.7.8.4
6.7.9
6.7.10
6.7.11
6.8
6.8.1

Continuous Compliance — Continuous Compliance Home

INSTalliNng @ lICENSE ... 362
Managing lICENSES ........oooeiiiieeee e e e 362
Managing rule SELS .......ooooiiiieeee e 362
The rule SEt SCrEEN ......ooeiieeeeee e 363
Creatinganew rule Set..........oooviiiiiiiieee e 364
Editing/Modifying @a rule Set..........ccouveeiiiiiiiieceeeeee e, 365
The Add/Edit rule set Wizard...........cooireiiieiieee e 365
SIEP T:DEtAIlS ... 365
Step 2: Data Tables / Files ... 366
STEP 3. SUMMIAIY ... et e et e e e anaeeeas 373
Removing a table or file from the ruleset..............cccoooiiiiiiiiiicice, 373
Modifying tables propertiesinarule set...........cccoeoiieiiiiiiiciiccee, 374
LOGICAI KBY ... e 374
o 11 11 =T SRS 375
CUSTOM SQL ...ttt ettt e e e e ee e 376
Control character support for delimited files.........cccooovveeeeeiiieeeen. 378
Control character as a delimiter...........cccoeviieiiieiie e 378
Control character as an end of record............ccccoeiiviieiiecicieeeee, 379
Control characteras avalue ..o 380
Define enclosure escaping strategy for delimited files........................... 381
DOUDIE ENCIOSUE ..ottt e 381
(070 (o] o o SRS 382
Escape "enclosure escape character” ...........ccoeeiiieeiiiicecii e, 383
Configure enclosure escape character for a largerule set..................... 383
Refreshing @rule Set........cooooiiiieiieceeeeeeeee e, 383
CopyiNG @TUIE SEL ... 383
Deleting @rul@ SEt .........oeieeeeeeeeee e 384
Managing file formats ... 384
Construct a delimited file format to upload...........cccoeeeeieeiieiii. 384

18



6.8.2
6.8.3
6.8.4
6.8.5
6.8.6
6.8.7
6.8.7.1
6.8.8
6.8.9
6.8.10
6.8.11
6.8.11.1
6.8.11.2
6.8.12
6.8.13
6.8.14
6.8.14.1
6.8.14.2
6.9
6.9.1
6.9.2
6.9.3
6.9.4
6.9.5
6.9.6
6.9.7
6.9.8
6.9.8.1
6.9.8.2

Continuous Compliance — Continuous Compliance Home

Construct a Fixed-width File Format to upload.............ccccooeviiiiiini. 385
Construct XML File Formatto upload ...........ccooviiiiiiiiiieeee e, 386
Construct JSON File Formatto upload............cccoeeiiiiiiiiiiceeeeee, 387
Mainframe data set to upload............cooouveeoiiieiiiiee e 387
Toimport a File format........cc.ooooeiiiiiie e, 388
To import a Mainframe format ............cooooeiiiiiiiee e, 391
Removing a selected file ...........cooooiiiiiiiiiece e, 393
Todelete @aformat ........cooieiieiieieee e 393
Toeditaformat ......c.ooovieiieeeeee e 393
Assigning a file format to files.........cocoieiiiiiiiciee e 394
Add Fields to afile format..........ccoooieriiiiiiiiecee e 394
To create NeW fieldS: .....cvioiieieeee e 395
Constructinga JSON path........c.coooiiiiieeee e, 396
View, Edit, or Delete a file field..........ccoovieiiecieieeeee e 397
RECOIA TYPES ..ot 398
Redefing CONAItiONS ........oovieiiiiiceeeeee e 398
Entering a Redefine condition ..............ccooooiiiiiiiiicicceee e, 399
Format of Redefine conditions ...........ccooovevieiiiiiiiiiceceeeeee 401
Managing iNVENTOTIES .......cccuvvieieeieeee ettt e e e e eaae e e e 401
The INVENTOIY SCIEEN ... 401
Assigning algorithms..........oooiiii e 403
Managing database inventory settings .........cccocvveeiiiiieiie e, 405
Managing a fixed-width or delimited file inventory settings.................... 406
Managing a JSON file inventory settings .........ccoeeeveeeiiieciicciecee, 407
Managing an XML file inventory settings..........ccoeeeeeeiiiiciicciccee, 408
Managing Mainframe inventory settings ..........ccccoevveeiiiicicccic e, 409
Importing and exporting an iNnvVentory...........ccccoveeeeciiieciee e 411
TO eXPOrt @N INVENTOTY .......oiiiiiiiee e e 411
To IMPOrt @n INVENTOTY.......ooiiiiiiie e 411

19



6.9.9
6.9.9.1
6.9.10
6.9.10.1
6.9.10.2
6.10
6.10.1
6.10.1.1
6.10.1.2
6.11
6.11.1
6.11.2
6.12
6.12.1
6.12.1.1
6.12.2
6.12.3
6.13
6.13.1
6.13.1.1
6.13.1.2
6.13.1.3
6.13.1.4
6.13.1.5
6.13.2
6.13.2.1
6.13.2.2
6.13.3
6.13.4

Continuous Compliance — Continuous Compliance Home

Document Store Type mMasking..........coovvvieeiiiieiiiieeeee e 412
Multi-column algorithm support for document store type masking....... 415
Inventory Approval Workflow (database rule sets only).......................... 418
Enabling Inventory Approval Workflow for an environment.................... 419
WOTKFIOW STAQES ... 419
Managing record types and header/footer records .........c.ccccoveevvreunennne. 422
OVEIVIEBW ...ttt ettt e et e e ettt e et e e st e e e sntaeesneeeeennaeas 422
RECOIAS TYPES...co et e 422
Header and fOOter reCOrds .........oooviviieiieiieeeceeeeeeee e 422
Whole file Masking ...........oooviiiiiiiiii e 429
Pre-re@QUISITE ... 430
Masking @ Whole file .........c.oooiiiiiii e, 430
JODS SCIEEN.......ceiee e 432
SUDbMITEING @ JOD i 434
Submitting a Multitenant Jobs...........ooooiiiiiii 435
STOPPING @ JOD ..o 436
EXPOrt ENVIrONMENT ....oooiiieee e 438
Managing JODS ......oooiiiiie e 439
Masking EnVIironment ...........ooooiiiiiiieeeeee e 439
Create Masking JOb .........ooouiiiieee e 440
Edit Masking JOD ......c.oiiiiieee e 449
View Masking JOD.........ocooiiiii e 450
Delete Masking JOD ........cooviiiiiiiieeeee e 451
Profiling JODS ......oooeiiee e 451
Tokenize ENVIroNMENT .........c.oiiiiiieeeeee e 452
ToKenization JOD .........ooiieieeeee s 452
Re-ldentification JOD...........ccciviiiiiii 453
Enabling and disabling database constraints..............cccccooeiiiiin. 454
Creating SQL statements to run before and after Jobs .......................... 455

20



7.1
7.1.1
7.1.2
7.1.2.1
7.1.2.2
7.1.2.3
7.1.2.4
7.1.2.5
7.1.2.6
7.2
7.2.1
7.2.2
7.2.3
7.3

7.4
7.4.1
7.4.2
7.5
7.5.1
7.5.2
7.5.3
7.5.4
7.5.5
7.5.6
7.5.7
7.5.8
7.5.9
7.5.10

Continuous Compliance — Continuous Compliance Home

Identifying sensitive data ..........c.oooviiiiiiiiiice e, 456
Discovering your sensitive data...........ccccoooeviiiiiiiiiciece e, 456
OVEIVIEW ...ttt ettt e et e e ettt e et e e et eeeentaeesnneeeennaeas 456
(070] 4 [07=T 01 (<SSR SUPPUUURPPTTRRRRNt 457
PrOfil@ SEE ..o s 457
Do) 1 = o PSR 457
Level - column ordata........cccooeeiieeiiiceeee e 457
ClaSSITION ... it 457
SearCh @XPreSSION .....coeveeeieeeeeee e 458
TYPE EXPIESSION .....vviiieeiiiiee ettt e et e e e e e e e e raaaeeeeasreeeas 458
Out of the box profiling Settings ..........ccovoeeiiiiiieicee e 458
ASDD standard profile SEt.........ccueeioieeeeeeee e 458
Standard Profil@ SEt .........oo oo 458
Legacy Profile SEtS.........oooviiiiiee e 459
ASDD standard profile SEt.........ocueeioieieeeeeee e, 459
Standard profile Set eXPreSSIONS .........coevuveeeeieieeeeeeeeeeeeee e 516
Column |evel @XPreSSIONS .........cooeiuveieeeeeeee e 516
TYPE EXPIrESSIONS ....veiiiiiiiiiie e ettt e ettt e et e e e e e e e et e e e e nraaeeeenaaaeeeas 520
Legacy profile set eXpreSSions ..........cocveeeveeeciiiicieceeeee e 523
ACCOUNT NUMDEIS ...ttt et eee e 523
Physical @ddreSSeS........ooouiiiiiiieeeeee e 523
BeNEFiCIary ID .......ooueieeeeee e 524
BIOMEIIICS ot 524
CertifiCate ID.....c..eeeeeeeeieeeee e 525
07 | 3PP PUPRRRUPPPRR 525
(070 18] | { VRSP UUPRRRRUPPPRRN 525
Credit Card........ooeeeeeeeeee e 526
CuStoMEr NUMDET ... 526
Date Of DIrth.....c..ooeieeee e 526

21



7.5.11
7.5.12
7.5.13
7.5.14
7.5.15
7.5.16
7.5.17
7.5.18
7.5.19
7.5.20
7.5.21
7.5.22
7.5.23
7.5.24
7.5.25
7.5.26
7.5.27
7.5.28
7.5.29
7.6
7.6.1
7.6.1.1
7.6.1.2
7.6.1.3
7.6.1.4
7.7
7.7.1
7.7.2
7.7.3

Continuous Compliance — Continuous Compliance Home

Driver license NUMDEr ..........ccciiiii e 527
EMQIL ..o 527
FIrST N@MIE ..t 528
= To (o | =TT SRS 528
= 1S3 O =1 0 1= TSR 529
Plate NUMDET ... e 529
PO BOX NUMDETS ..o e 529
PIrECINCT.....ceeee et s e e 529
RECOrd NUMDET ... i 530
SChOOI NAMIE ... 530
SECUNMTY COUR....cuiiiieiiieeeeeeee e e et 530
Serial NUMDET ... 530
[0 4 I= | (U] = SRR 531
Social security NUMDEr ..........oooiieee e 531
TAXID ettt b e b sreeeraeenae s 531
Telephone NUMDEN ... 532
VIR NUMDET ...t 532
WED @dAreSS ..o 532
A | o oo o = USROS 533
Configuring Profile SEtS ........coouiiiiiiiieeeee e 533
Creating and modifying profile Sets .........ccccoovviiiiiiciiieiceeeeeeeee 534
To add a profiler set for the legacy profiler...........cccooovveeiieiiiiciecce. 535
To add a profile set for the ASDD Profiler.........cccoveeveiieieceeiceeeeee, 536
To edit an existing profile Set...........ccovieiiieiiiccee e 536
To delete an existing profile Set...........cooiieiiiiiiiiice e 537
Managing dOMAINS ........coooiiiieiie e e 537
OVEIVIEBW ...ttt ettt e et e e et e st e e et eeenteeeeneeeeennaeas 537
D] 0 1 =1 o < PSR 537
Adding @ New dOmMaiN .........cccuviiiiiiieeee e 538

22



7.8
7.8.1
7.8.2
7.8.3
7.8.4
7.8.4.1
7.8.4.2
7.8.4.3
7.8.4.4
7.9
7.9.1
7.9.2
7.9.2.1
7.9.2.2
7.9.2.3
7.9.2.4
7.10
7.10.1
7.10.1.1
7.10.2
7.11
7.11.1
7.11.2
7.11.3
7.11.4
7.11.5
7.11.6
7.12
7.12.1

Continuous Compliance — Continuous Compliance Home

Managing ClasSIfiers ...........ooouiioiiieeeee e 540
Toadd @ ClasSifier .......oooieiieieeee e 540
To edit @ ClasSifier.......coooieiieiieeee e 542
To delete a ClasSifier.........oooviieiieieece e 542
Configuration considerations for classifiers...........cccccoovieeviiiciicecen. 543
Strength values ..o 543
Regex configuration.............ooouiioiiioiicce e 545
TYPE ClASSIIEIS .. 545
Tokenization in list Classifiers.........cccooeviiieiiciieieeeeeee e 545
Managing EXPreSSIONS ....ccccuvviieieeiiieeeeeeieee e e ertree e e e et eeeeeareeeeseeraeeeeenns 546
Profile @XPreSSiONS ........ooocueieieeeeeeeeeee e 546
Managing EXPreSSIONS ....ccccuvviiiieeiiieeeeeeiiee e e ettt e e e et e e e e eareeeeessraaeeeenns 547
To add a search @XPreSSiON ..........coeecuveeee e 547
To edit an eXPreSSION ........oeiiieeeee e 549
To delete an XPreSSION ........oocvviii i 549
Searching and filtering eXpresSSioNs .........cccooovvieeiieeiiiecieeeeeee e 549
ASDD profile set import and @Xport .........c..ooocveeeoeeeeeeee e, 550
ASDD profile SEt iMPOrt.......c..oeeeeeeeeeeeeee e, 550
] 0 01 €= L4 [0] o < TSR 550
ASDD profile SEt @XPOrt ......cc.vveeeeeeeeeee e 550
Managing Profiling JOBS ..........ooviiiiiieeeeeeeeeee e 550
Create Profile JOD ........oouiiiiieeeeeee e 551
RUN Profile JOD.......ooviiiieee e 554
Cancel Profile JOD.........c.oooiiiiee e 555
Edit Profile JOD.......ooiieieeeeeeee e 557
ViIieW Profile JOD .........cviiiioieee e 558
Delete Profile JOD........ooiiiiiiieeeeeeeeeeeee e 559
Reporting profiling reSUS ........ccooioiiiieieeeeeeeeeee e, 560
MONITOT PAQE ...ttt e e e et e e e e e ar e e e e e enraaeeeenns 561

23



7.12.2
7.12.3
7.12.3.1
7.12.3.2
7.12.3.3
7.12.4
7.12.5
7.13
7.13.1
7.13.2

8.1
8.1.1
8.1.2
8.1.2.1
8.1.2.2
8.1.3
8.1.3.1
8.1.3.2
8.1.3.3
8.1.4
8.1.5
8.1.5.1
8.1.5.2
8.1.6
8.1.7
8.1.7.1
8.1.7.2
8.1.8

Continuous Compliance — Continuous Compliance Home

[ D] o £=T o Lo O TUPP PP PPPPTPPP 561
RUIE SET PAGE.....coeeeiieeee e e 562
Database RUIE Set..........oooiiiieeeee e 562
FIle RUIE St ... e 563
Mainframe RUIE ST ........ooviiieeeee e 564
SV ettt e b e e beebe b e ebeene e 564
APLeNAPOINT ... 565
ASDD features and SUPPOIt.......ccveeeeeeeeeeeee e 566
ASDD fEATUMES .....eeieiieeie ettt ettt 567
ASDD liMitaltioNS ....oooeeeieeeeeeeee e 568
Securing sensitive data ...........ooooviiieiiiiicc e 569
AlGOTItRMIS ... 569
Introduction to Masking algorithms ... 569
Algorithm OptioNS ......ooie e 569
Out-of-the-box algorithm instances..........ccccoooeeeiiiiiicii i 569
Algorithm frameWorks..........c.oooviiiiiiieeeee e 573
Configuring your own algorithms ...........cccooiiiiiiiiiccececeecee e 575
Algorithm Settings .......cccvieiiiii e 575
Creating new algorithms ..o, 576
Editing algorithms..........oooiii e, 577
AlGOrithmMS KEYS ... 578
Multi-column algorithms ..o, 578
OVEIVIEBW ...ttt et e et e e et e et e e et e e enteeeenneeeennaeas 578
(0 7= o [ USSP UPRRRURPPPRRN 578
] 0 01 €= L4 [0] o < TSR 579
Algorithm frameworks OVErVIEW ............ccooeeviieciiieiecece e 579
Choosing an algorithm framework ............cccoooveeiiiiiiiiciicceeee e 579
Choosing between character and segment mapping frameworks ........ 579
Out of the box algorithm instances ..........cccooovieiiiieiiicieeeeee e 580

24



8.1.8.1
8.1.8.2
8.1.8.3
8.1.8.4
8.1.8.5
8.1.8.6
8.1.8.7
8.1.8.8
8.1.8.9
8.1.8.10
8.1.8.11
8.1.8.12
8.1.8.13
8.1.8.14
8.1.8.15
8.1.8.16
8.1.8.17
8.1.8.18
8.1.8.19
8.1.8.20
8.1.8.21
8.1.8.22
8.1.9
8.1.9.1
8.1.9.2
8.1.9.3
8.1.9.4
8.1.9.5
8.1.9.6

Continuous Compliance — Continuous Compliance Home

dlpx-core: CM AIPha-NUMENIC ........cccveiiiiiee e 580
dIpX-COre: CM DigitS....ccuviieiiieeeeeeeee e 581
dIpX-COre: CM NUMETIC .....ooeeiieie e 582
Credit Card........oooeeeeeeeeeeee e 582
Date Shift DiSCrete ......ccuieiieeiieeeeee e 583
Date Shift FIXed .......ooiiiieieeeeeee e 583
Date Shift Variable ...........ccoooiiiiieiee e 584
dIpX-COre: EMail SL ... 584
dipx-core: EMail UNIQUE ........cccuvviiiieeeee e 585
dIpX-Core: FIrSTNAME .......ooeiieeeeeeee e 586
dipx-core: FUIINAM@...........ooiieeeeeeeee e 587
dIpX-core: LastNamMIE........oooiiieeeeeeeee e 588
dipx-core:Lat_Long Coordinates.........ccccuuiieiiiiieiiiicceeee e 589
NUHVAIUELOOKUP ... 592
dIpx-core: Phone UNIQUE.........c..uveeiieeieee e 592
dIpX-Core: PRONE US.........ooiieee e 593
dipx-core:Redact DigitS-Zero........ccooueiieiiieeciiieeee e 593
RepeatFirstDIgit ......cceeeeieieeeee e 594
Secure Lookup (Out of the box algorithm instances).............ccccveu....... 594
dIpX-COre:TIMERANGE ........ccoiiiieieeeee e e 610
AIPX-COE: IBAN ... 611
SECUIESNUTTIE ... 613
Algorithm frameWorks..........c.oooviiiiiiceeee e 613
Binary Lookup (Algorithm frameworks) ...........cccoooevveieieiiiiieieee 614
Character Mapping (Algorithm frameworks) ............ccccccveveiiieieiennnn, 615
Character Replacement.............oooouuiiiiiiiiiie e 617
Data Cleansing (Algorithm frameworks)...........ccoevevveeeecceeeeeeeeeee 620
Date Replacement (Algorithm frameworks) ...........ccccoeevevevieieieieienen. 622
Date Shift (Algorithm frameworks)............cccocoveveieiciiieieieeeee 624

25



8.1.9.7
8.1.9.8
8.1.9.9
8.1.9.10
8.1.9.11
8.1.9.12
8.1.9.13
8.1.9.14
8.1.9.15
8.1.9.16
8.1.9.17
8.1.9.18
8.1.9.19
8.1.9.20
8.1.9.21
8.1.10
8.1.10.1
8.1.10.2
8.2

8.2.1
8.2.2
8.2.3
8.2.4
8.2.5
8.2.6
8.2.7
8.2.8
8.2.8.1
8.2.8.2

Continuous Compliance — Continuous Compliance Home

Dependent Date Shift (Algorithm frameworks)..........ccccoovevveveieienennee. 626
Email (Algorithm frameworks)..........c.ooovvoueoiioeeeeeeeeeeeeeeeeee e 629
Free Text Redaction (Algorithm frameworks)...........cccovevveieieieieiennne. 632
Full Name (Algorithm frameworks) ...........cccoveeeieiiieieieieeeee 635
Mapping (Algorithm frameworks) ...........ccoooeeeeeeeeeeeeeeeeeeeeeeeee 639
Min Max (Algorithm frameworks)..........ccceeveiiieieieieeeeeeeeee 648
Multi Column Condition (Algorithm frameworks).........c.cccccvevvevevenenene. 650
Name (Algorithm frameworks) ...........ccooeveieieieiceeceeeeeeeee 654
Numeric Expression (Algorithm frameworks) ...........cccceevevveieieieiennee. 658
Payment Card (Algorithm frameworks) ...........cccocvevveieieieieieiciee 665
Regex Decompose (Algorithm frameworks)............ccceevevevieieievenennee. 666
Secure Lookup (Algorithm frameworks) ..........ccccoveveoieeeeeceeceeeeee, 668
Segment Mapping (Algorithm frameworks) ............ccccoevveveieieieieinne, 671
String Algorithm Chain (Algorithm Frameworks) ..........cccccovevvevevennnnene. 677
Tokenization (Algorithm frameworks) ..........ccooveeieiieiiececeeeeeee 679
General Ul for extended algorithms ...........cccoooviiiiiiiiiicceeeeceeee 685
OVEIVIEBW ...ttt ettt e et e e ettt e st e e s ateeesnteeeeneeeeennaeas 685
GUI STEPS et a e e e e 685
BUIltin Driver SUPPOITS ......coouveieeeeeeeee e 693
INTFOAUCTION ...t 693
(0] - Vo [ TSRS 694
M SSQL .. e e et e e et e e e et a e e e ennaaaaeeann 694
POSIGrESQL ... raa e 694
DD2 LUW ...ttt e et e e aaeas 694
DD2 Z/0OS ..o e 694
DD2 ISEIIES ...ttt ettt 695
Built-in Oracle driver support plugin ..o, 695
OPtIMIZALIONS ..o e 695
Task eXeCUtioN OFder.........cccuiiiiiieieee e 695

26



8.2.8.3
8.2.8.4
8.2.9
8.2.9.1
8.2.9.2
8.2.9.3
8.29.4
8.2.9.5
8.2.10
8.2.10.1
8.2.10.2
8.2.10.3
8.2.10.4
8.2.11
8.2.11.1
8.2.11.2
8.2.11.3
8.211.4
8.2.12
8.2.12.1
8.2.12.2
8.2.12.3
8.2.12.4
8.2.13
8.2.13.1
8.2.13.2
8.2.13.3
8.2.13.4
8.3

Continuous Compliance — Continuous Compliance Home

Enabling tasks 0N @ job.........ooooviiiiiiieee e, 696
Known [IMitations .........c.oooiiieiee e e 696
Built-in MSSQL driver support plugin..........ccccoeeeieieiiiieecieeeee e, 696
SUMIMAIY ...t et e e et e e e e et r e e e e tb e e e e e ennsaeeeesnnaeeeas 696
TASKS e e 697
Task eXeCUtioN OFder .........cccuiviiiieiece e 697
Enabling tasks 0N @ job.........ooouiiiiiiii e, 697
Known [IMitations ..........cooiiiiieeee e e 697
Built-in PostgreSQL driver support plugin ..........cccoooiiiiiiiiiiiieeeeeee, 698
TASKS e 698
Task EXeCUtioN OFder.........cccuoeiiiiiiieeee e 698
Important ConsSiderations ..........c..ooooieeieee e 699
KNown LIMitationS ......eoiiiiiieee e 699
Built-in DB2 LUW driver support plugin...........ccocovviiiiiiiiiieeeieeeee e, 699
TASKS e e 700
Task EXeCUtion Order..........cc.oo i 700
Important ConsSiderations .........cc..ooeoieeieee e 700
KNown LImMitationS ......eeiiiiiieee et 701
Built-in DB2 z/0S driver support plugin...........cocovieiiiiiiieeee e, 701
TASKS e e 701
Task eXeCUtioN OFder.........cccuiviiiieieeee e 701
Important considerations..........cc..oooeieoieiii e, 702
Known [IMitations .........c.cooiiiiiieeeee e e 702
Built-in DB2 iSeries driver support plugin..........cccooooiiiiiiiiiieeeeeee, 702
TASKS e 702
Task EXeCUtion Order..........cc.oieiieiieeeeee e 703
Important ConsSiderations .........cc..ooooieeieee e 703
KNown LImMitationNS ........oiiiiiieee et 703
JOD MONITOMING ...eiiieie e e 704

27



8.3.1
8.3.1.1
8.3.2
8.3.2.1
8.3.2.2
8.3.2.3
8.3.2.4
8.3.2.5
8.3.3
8.3.4
8.3.5
8.3.5.1
8.3.5.2

9.1
9.1.1
9.1.2
9.2
9.21
9.2.2
9.2.3
9.24
9.2.41
9.24.2
9.2.5
9.2.6
9.2.7
9.2.8

Continuous Compliance — Continuous Compliance Home

MORNITOFING JODS ...t 704
EVENT STAtUS ... e 705
Monitoring @ SinNgle JOD ........oiiiiiieeeee e 706
EXECUTION SUMMAIY ....oiiiiiiiiee ettt e eaae e e 707
EVENTS et 707
Execution COMPONENTS ... 708
RePOrt and LOGS ......oooouviiiiieieeee e 709
Profile RESUIS ....oovvieiieieeee s 709
Displaying non-conformant data.............ccccoeoveeiiiiiiiiciiicce e, 710
Interpreting samples of non-conformant data patterns......................... 711
Tracking Non-conformant Data ............cccceeeevieeiiiiccecceeceee e 712
Oracle @XAMPIE .....ooooeeeeeeeee e 712
Limitation for the multi-column extensible algorithm ............................ 713
Masked ProViSiONING........cccueiieiiieeeiee e e e 714
Configuring virtualization service for masked provisioning.................... 714
Yo To 18 Tox 4T ] o USRS 714
INSTIUCTIONS ... et 714
Provision masked VDBS .........c.cooouiiiiiiiieeece e 715
Prer@qUISITES ... e 715
RESITICTIONS ...t e 715
Identifying and navigating to masked VDBS .........cccccccoveeevieeiecciieee, 716
Provisioning masked VDBS ..........ccoviiioiiiiieeeeee e 716
Associating a masking job with the dSource............ccccoeeiiiiien 716
Provisioning a masked VDB using the dSource provisioning wizard..... 718
Refresh @ masked VDB........cc.oovieiieiieieceeeeeeee e 721
Disassociating a masking operation on a dSource............cccceeeeveeenneen. 721
Masked VDB data operations ............ccooouveeeiiiiieii e 721
Continuous Data and Continuous Compliance Engine compatibility

=1 ) PSP 722

28



10

10.1
10.1.1
10.1.2
10.1.3
10.1.3.1
10.1.3.2
10.2
10.2.1
10.2.2
10.2.3
10.2.3.1
10.2.4
10.2.5
10.2.6
10.2.6.1
10.2.6.2
10.2.6.3
10.2.7
10.2.8
10.2.8.1
10.2.8.2
10.2.9
10.2.10
10.2.11
10.2.11.1
10.2.12
10.2.13
10.2.14

Continuous Compliance — Continuous Compliance Home

Managing multiple engines for masking...........ccccccovveeiiiiiiiicicciee, 723
Introduction (Managing multiple engines for masking)...........c..cccc........ 723
Software Development Life Cycle (SDLC) .......ccoveveieieeeieieieeeienee, 723
Horizontal SCale ........ooeeiiie e 723
Best practice guide and example architectures for synchronizing ........ 724
SDLC ettt ettt e e et e ebe e beenreeeraeeaaean 724
Horizontal SCale.........ccoooiiiie e 725
) e eTe] g [o1=] o) £ USSR 725
SYNCable ODJECT ... 725
Object identifiers and tyPes........ccveeviiecuieeciee e 726
DEPENAENCIES......ooeeeeeeee e e e eaee e 727
Syncable Object dependencies relationship ..........cccccovveeeiiiieiiieeeieeeee, 728
Object revision tracking .........cooovieeiiiiieeeee e 729
EXPOrt dOCUMENT ..o 730
1= Tod U] 1 TSR 730
ACCESS CONTIOL ..ot 731
TranSMISSION SECUNITY ......viiiieiiiee et 731
STOrage SECUITY ...t e e e e e e e e araeeeas 731
Digital SIgNAtUIe ......cooeviiieee e e 731
(07T T g (=SS 731
Attempting to import identical objects..........cccoooiiiiiiiic 732
Overwrite of the encryption K@Y ...........ocvieoiiiiiiiiiicceceeceeeee e 733
Error handling .........ooo o 733
Concurrent SYNC OPEratioNS ........cccvviiieieciiiie et 734
Global ObJECES ..o 734
(€] 10] o= 1N - = 2RSSR 734
ReferenCe ODJECTS ......c.vviieieceece e 734
On-the-fly Masking JODS ........ooouiiiiiieeeeee e 735
Circular dependENCIES ........cuvveeeeeeeeeeeeee e 735

29



10.3
10.3.1
10.3.1.1
10.3.1.2
10.3.1.3
10.3.2
10.3.2.1
10.3.2.2
10.4
10.4.1
10.4.2
10.4.3
10.5
10.5.1
10.5.1.1
10.5.1.2
10.5.2
10.5.2.1
10.5.2.2
10.5.3
10.5.3.1
10.5.3.2
10.5.3.3
10.6
10.6.1
10.6.1.1
10.6.2
10.6.2.1
10.6.2.2

Continuous Compliance — Continuous Compliance Home

SYNC €NAPOINTS....ooiiiiiiiiieeeee e e 735
EXPOrt @NAPOINTS ... 735
GET /syncable-0bjJecCtS.........cooiieeiieeeeeee e 735
POST /@XPOIT ... ittt e e e e e e e taa e e e e s esraaaeeenes 736
POST /@XPOIt-SYNC......eiiiiiiieeiiie ettt ettt 737
IMPOrt @NAPOINTS......eeeiiiiieee e 738
POST JIMPOIT ...ttt e e e ar e e e e earaeaeeenes 738
POST /IMPOIt-@SYNC .....oeieiiiieeiiie ettt 739
Algorithm syncability ..........ooooiioiiiii e 740
OVEIVIEBW ...ttt ettt e et e e ettt e et e e st e e sateeesneeeeennaeas 740
Non-deterministic Algorithms ...........coooiiiiiii e, 740
Fixed AIQOrithms ..o 741
User Workflow eXamples .........c..ooooevieeeeeeeeeeeeeeeeeee e 741
Syncing all global ObjJects.........cccuoiiiiiie e 741
Source masking engine STEPS.......ocooviiieiiiiecieeeee e 741
Destination Masking Engine steps .......ccooovviiiiiiiiciiieeeeeeee e, 745
Syncing @amasking jOb.......ccc.oviiiiii e 748
T. EXPOrT the JOD ..o 748
2. IMPOrtthe JOD . ... 750
SYNcing an enviroNMENT ...........viiiiiiiiieee e e 751
T. Export the environment ... 751
2. Create a new environment on the target engine..........cccccccvveennenn 753
3. Import the environment into the newly created environment............. 754
ChangQE 10g ... 756
Changes iN 6.0.........ooiiiieeeeeee e e 756
New syncable ObJECES.......c..ooiiiiiieeee e, 756
Changes in 5.3, . e 756
New syncable ObJECES..........ooiiiiiee e, 756
Key per algorithm ..........ooooiiiieeec e 757

30



Continuous Compliance — Continuous Compliance Home

10.6.2.3 Changed model of import status reporting...........cccceeeveeeeieecieecieeene, 757
10.6.2.4 Changed granularity of transactions for import ..............cccccocoveeiieenennne. 758
10.6.2.5 Filter for /syncable-objects ..........cccooiieiiiiiie e 758
10.6.2.6 ASYNC €NAPOINTS ...c.ovviiiiiiiiiiie et 758
11 Delphix masking APIS..........ooooiiieeeeee e 759
11.1 MaSKING ClIENT........ooiiriieee e 759
11.1.1 Masking APIClI@Nt .......ocviiiiieeeee e 759
TT. 17T INTrOAUCTION ...ttt 759
11.1.1.2 API calls for masking administration ...............cccccoeoeieiiiiiiiciiccece, 768
11.1.2 APl calls for managing algorithms ..............ccoo oo, 777
11.1.2.1 Configuring algorithms............oooiiiiiiieee e, 777
11.1.2.2 Managing algorithm usSage .........c.coooiiiiiiiiieeeee e 779
11.1.2.3 Migrating algorithms .........coooiiii e 783
11.1.2.4 Binary IOOKUP ......ooiieeeeeee e e 785
11.1.2.5 Character Mapping .....cocoveeeiiiieeiee et 786
11.1.2.6 Data CleanSing.......cccoueiioiiiiiie e e 788
11.1.2.7 Date replaCemeNnt.........ccuveiiiioeeieeeeeee e 790
17.7.2.8 Date Shift ..o 791
11.1.2.9 Dependent date Shift ..........cooviiioiiiiiee e, 793
TT.T.2.T0 EMAQIL .ottt 795
11.71.2.T7 Free text redaCtion ..........ccueeeeiieiieee e 797
L O B U | g P T o = PSP 799
L T I B Y - T o) o T SRR 800
TT.T.2.T4 IMIN IMAX ittt ettt et e st e ssaesaseenbeenseenseenseenns 803
L S 7 B \ -1 0 = SRS 805
T7.7.2.T6 NUMEIIC @XPIESSION .....uvviiiiieieeeeeeeetieeee e et e e e e e e e eaaae e e e e e eeeeeans 807
11.1.2.17 Payment Card ........coouviiiiiiieeie e e 809
17.71.2.18 REGEX AECOMPOSE ..ottt ettt tae e e e et e e aee e e 810
TT.1.2.19 SECUIE lOOKUP ...t 813

31



Continuous Compliance — Continuous Compliance Home

17.1.2.20 SegMeNnt MapPPINg....ccceccuiieeeeeiiieeeeeiee e et e e e et e e e eserreeeeesaraeeeeeasseeeas 816
17.71.2.27 TOKENIZATION ...ttt e 818
11.1.3 APl calls for managing extended connectors.............ccccceeveeecveeeneeennennne. 820
TT.1.3.T  INTrOAUCTION ...ttt 820
11.1.3.2 Installing a driver support plugin...........ccooviieiiiiiii e, 821
11.1.3.3 Installing @ JDBC driVEr ......cc.ooiiiiiiieeeeeee e 823
11.1.3.4 Creating an extended database connector..............ccccceeeviiieciieccniennee, 824
11.1.3.5 Managing masking job driver support tasks..........cccccoceeeviieiiiieccneenne, 825
11.1.4 APl calls for ASDD profile set import and export...........ccccoveeeveveeeeeneennnne. 825
11.1.4.1 ASDD profile SEt iMPOrt.......c..oooieeeeeeeee e 826
11.1.4.2 ASDD profile SEt @XPOrIt ......ccuveeeieee e 828
11.1.5 APl calls for managing classifiers ..........cccccoooeieiiiiiiiiiieeeeee, 829
11.1.5.1 Retrieving classifier framework configurations..............cccccceevveeivieenennnn. 830
11.1.5.2 Example: Creating a new PATH classifier.........ccccoocoeeviiiiiiiiicciice, 830
11.1.5.3 Downloading files associated with classifiers............ccccoooiviiieiiiennnae. 832
11.1.5.4 Searching and Filtering Classifiers .........cccccooveeviiiiiicececeeeeee e, 833
11.1.6 APl calls for managing profile setusage .........cccccceovveeiiiiiiiicieeeee, 833
TT.1.6.T OVEIVIEW .ottt ettt e et e et e e s eeeenaeeeeneee 833
11.1.6.2 Viewing profile SEt USAQe ........ccoiiiiuiiiiiieieeee e, 833
TT.1.6.3 EXAMPIES ... 834
11.1.7 APl calls for searching and filtering.............ccccoooviieiiiciiieee, 836
11.1.7.T COMPAriSON OPEIAtOrS.....cceiiiiieeeeeiiiiieeeee e eeeeeeceee e e e e e eaa e e e e e e eeeans 836
T11.1.7.2 SearCh OPErator.........cooouuiieeeeeeee e 837
11.1.7.3 LOQICal OPEratorS .......oiieieiieeiieeeee et 837
L T A S € (o 11 o] [ PSPPSR 837
11.1.7.5 Literal ValU@S.......ccoueeoiieeeeee ettt 837
T1.1.7.6  LIMITATIONS....eoiiiieee et e et et e e e 838
11.1.7.7 Filtering usage examples .........oooviiioieiiciieeeee e 838
11.1.8  API calls for managing masking job driver support tasks ...................... 842

32



11
11
11
11
11
11
11
11
11

11.
11.
11.
11.
11.

11.
11.
11.
11.
11.
11.
11.
11.

11.
11.
11.
11.
11.
11.

N
N
N
N
N
N
N
N
N

_— ) )l ] A —_— ) e A

—_— ) ) A

Continuous Compliance — Continuous Compliance Home

.8.1 View the tasks implemented by driver support plugin ............cccc.c....... 843
.8.2 Create masking Job that enables tasks..........cccccooviiieiiiiiiiiiicie 844
8.3 DisSable 1asKS .....cccueieieee e 845
.9 APl calls for creating an inventory............ccoeeevieeiieceeeee e 846
.9.1 Fetch table names from database connector...........c..ccccceevieeiiiiiiennnn. 847
9.2 Createtable metadata...........cccooeiiiiiiiei 848
.9.3 Get All column metadata belonging to table metadata .......................... 848
.9.4 Update column metadata with algorithm assignment............................ 849
.10 API calls for creating and running masking jobs............c...ccccoeeiiiiiin. 850
.10.7 Creating @ masking jOb........oooviiiiiie e 851
.10.2 Running @a masking JOb .......oooiiiiiiieceeee e 851
.10.3 Checking the status of amasking job ...........cccooiiiiiiieii 852
.10.4 Retrieving execution events related to a masking job.............ccccoccee... 853
.10.5 Retrieving non-conformant data samples associated with an execution

=T | PSR 854
.11 API calls involving file upload and download...............ccccoevieeiiiiiiennnn. 856
7.7 File dOWNIOA ...t 856
TT.2F@UPIOAd ... 856
1.3 Creating afile format........ooooioiiiiiiie e 857
1.4 Creating @n SSH KEY .....oviiiieeeee ettt 857
.12 Backwards compatibility APl usage .........cccooooeuieieeiiiiciieeeeeee e 858
12,7 APLVErsioning CONTEXT.....coooiviiiii ettt e e e e e 858
.12.2 Pinning down a version number to guarantee backwards-

COMPALIDIHITY ..o 858
.12.3 Omitted version NUMDErS ..........ooociiiieece e 859
13 APl reSpONSEe €SCAPING ...cciieiiiiieeeeeiiieeeeeiitee e ettt e e e e et e e e estaree e e easaeeeeenns 859
.14 API call for generating support bundle...........cc.ooooiiiiiiiiiiciieee 860
.14.1 Generating a supportbundle.............cccooiiiiii 860
.14.2 Reading the asynctaskresult............ccoooeiiiieiiicceee e 861
.14.3 Retrieving the generated support bundle file ...........cccooviieiiiiiiiiie, 862

33



Continuous Compliance — Continuous Compliance Home

11.2 APLEXAMPIES ..o 863
11.2.1  1oginCredentialS ..........ooocuiiiiiiiiee e 864
TT.2.2  NEIPEIS .t 864
11.2.3  @PIHOSHINFO ..o 868
11.2.4  Configure enclosure escape character ............cccceeevveeeiiieciiccceeceee, 868
11.2.5  createAppliCation.........ccvveiiiieeeeeee e 871
11.2.6  CreateENVIrONMENT.......coouiiiiiie e 871
11.2.7  Cre@telNVeNTONY .......oooi et 872
11.2.8  create DatabaseConnector .........coovioiieeiieceeeeeee e 873
11.2.9  create DatabaseRuleset ...........ccoo oo 874
11.2.10  getBilliNnQUSAQE ....coeeeeieeeee e 875
TT.2.1T  QELAUAITLOGS ..ot 875
11.2.12  getSyncableObjeCtS........ooi i 876
11.2.13 getSyncableObjectSEXPOrt .........ccooviiiiiii e 876
11.2.14  profileTYPeEXPreSSIONS ......occviieiiieeeeeceeee e 878
11.2.14.1 Add @ NEW type EXPreSSION ......cccuviieeiieeeiee ettt e 878
11.2.14.2 Delete @ type eXPreSSIiON ....c..eieeiiiieciiee e e 879
11.2.15  runMaskingJob ... 880
11.2.16 getDatabaselsage ..........ooooviiiiiiiiiee e 880
12 Authoring extensible plugins...........cooiiiiiiiii e 882
12.1 Introduction (Authoring extensible plugins)...........cccccevveieieieieieiene. 882
12.1.1  Beforegetting started...........cooooviiiiiiiiiieeeee e, 882
12.1.2  SDKTEATUIES ...ttt ettt et 883
12.1.3  Versions Compatibility .........c.ccoooviiiiiiiii e 883
12.2 General plugin StTUCTUIE .......oooiviieeeeeeeeeeeee e 885
12.2.1  Introduction (General plugin StruCtUre) ..........cooecveeeeceeeeeeceeeeeeeee, 885
12.2.2 Dependency Management ........ccccooouireiiiieeeiiee et 886
12.2.2.1 How to properly use and embed external libraries ...........c.cccccvireeninn. 886
12.2.2.2 EXample bUild fil@.........coomeieeeeeeeeeeee e 887

34



12.2.3
12.2.3.1
12.2.4
12.2.4.1
12.2.4.2
12.2.4.3
12.3
12.3.1
12.3.2
12.3.3
12.4
12.4.1
12.4.2
12.4.3
12.4.3.1
12.4.3.2
12.4.3.3
12.4.3.4
12.4.3.5
12.4.3.6
12.4.4
12.4.4.1
12.4.4.2
12.4.4.3
12.4.4.4
12.4.4.5

12.4.4.6

Continuous Compliance — Continuous Compliance Home

Plugin Metadata............oooooiiiiiiieeee e 888
Manifest AtrDULES ........oooiiieeeeee 888
V2= 51 Te] 11 o [ USSR 889
Table of Versioned ObJECtS.........ccceeeviieieieeeceee e 889
Ensuring Plugin Compatibility ............cocviiiiiiii e, 890
Plugin Naming......c.oooooiiiiie e e 891
Setting up your development environment ..............cccceieeiiiiiiiieeeiiee 891
Downloading and installing tools............ccooviiiiiiiiii e, 891
Creating @ NEW PrOJECT......cociiieeeeceeee ettt e e 891
Enabling remote debugging ........ooovviiioiiiieee e, 892
Algorithms (Authoring extensible plugins).........cccoeoveieieiiiicicieien 892
SDK FEATUIES......eiieeeiee et et et e e e e 893
Getting more information ............c..oooiieiiiiiii e 893
The MaskingAlgorithm Java interface ............ccccoeevieeiieiiicciece e 893
Core data tyPeS ...ceeeieceeeieeee e e 893
Special Case ValUES ..........oooo o 894
METhOd OVEIVIEW.......cooneiiiieee e e 895
The life cycles of algorithm objects........c.ccccooeeeiiiiiiiiee 895
Multi-column MasKiNg .........oooeiiieiiiece e 897
Batch mMasking ........oooviiiie e 897
SDK Workflows (AIgOrithms) ...........ccooveuiiiiieieieeeeeeeeeeee e, 899
Outline for a guided tOUr........cc.ooiiiieeeeee e 899
Building the sample plugin (SDK workflows/Algorithms)....................... 899
Creating a New Project (SDK workflows/Algorithms)............c.ccccocu..... 900
Service discovery (SDK workflows/Algorithms) ............ccccocvveveverennnnnne. 902
Running an Algorithm using the SDK tools (SDK workflows/

/Y o To] 111210 1) FU USRS 903
Installing multiple plugins onto the Delphix Masking engine (SDK
WOTKFIOWS/AIGOITRMS) ... 905

35



12.4.4.7

12.4.5
12.4.5.1
12.4.5.2
12.4.5.3
12.4.5.4
12.4.6
12.4.6.1
12.4.6.2
12.4.6.3
12.4.6.4
12.4.6.5
12.4.6.6
12.4.7
12.4.7.1
12.5
12.5.1
12.5.1.1
12.5.1.2
12.5.2
12.5.2.1
12.5.2.2
12.5.3
12.5.3.1
12.5.3.2
12.5.3.3
12.5.3.4
12.5.3.5

Continuous Compliance — Continuous Compliance Home

Retrieving information about installed plugins (SDK workflows/

7AYo To] 111210 1) FU OO 908
Configurability ........cccooiiiiie e 909
INTFOAUCTION ... s 909
Making an algorithm configurable............c..cooooiiiiiiiiie, 910
Using an Algorithm Framework ...........cccoooiiiiiiiiie e, 914
Using Multi-Column Algorithms ..o, 916
Service interfaces (AIOrthms) ..........ccooooeiiiiiiiiieeeeeeeeee, 922
INTFOAUCTION ...t 922
ACCESSING FIlES ..o 922
Accessing Database Servers (UJDBC) ........cccoeeieieiiieeieieiieeeeeeeeee 924
Algorithm chaining..........cooooiiiii e 926
Using cryptographiC KEYS .......ccuueieeiiiieiei e 929
[ [o] [ o PSP PRRUUPPRRR 931
Security CoONSIAerationS...........oocoviiieiiiiieieeece e 933
Algorithm implementation...............cooiiiiiiiii e 933
DIIVEN SUPPOITS ... et e e e e e eaaaneees 936
INTFOAUCTION ... 936
SDK FEATUIES ...ttt eaae e 936
Getting more information ............c.oooviieiiiiiii i 936
The DriverSupport Java interface ..........oooeveveeeeieeeeeeee e, 937
MeEThOd OVEIVIEW........ooneiiiieeeee e e 937
The life cycles of driver support objects .........ccccooevvieiiieiiiceieeee 937
SDK workflows (Driver SUPPOIS).......coeeveeueeeeeeeeeeeeeeeeeeeeeeeeeee e, 938
Yo Te 18 Tox 4T} o USSR 038
Outline for a guided tOUr.........c.ooiiiieeeee e 038
Building the sample plugin (SDK workflows/Driver supports)................ 038
Creating a new project (SDK workflows/Driver supports) ...................... 939
Service discovery (SDK workflows/Driver SUpPOrts)........c.ccceveuveuvennenee. 942

36



12.5.3.6

12.5.3.7

12.5.4
12.5.4.1
12.5.4.2
12.5.4.3
12.5.4.4
12.6
12.6.1
12.6.2
12.7
12.8
12.8.1
12.8.2
12.9
12.9.1

Continuous Compliance — Continuous Compliance Home

Executing a driver support task using the SDK (SDK workflows/Driver

SUPPOIES) ottt ettt ettt ettt et et e ae et et eaeeseeaeeaseseesseas e s e s ensens 942
Retrieving information about installed plugins (SDK workflows/Driver

SUPPOIES) ottt ettt ettt ettt ettt eae et eaeeteeaeeasens e e eas e s e s ensens 944
Service Interface (Driver SUPPOMS) .......ocveveevieieeieeieieeeeeeeeeeeee e, 945
INTFOAUCTION ... et 945
Accessing masking engine rulesets..........ccooovvieiiiiiciii e 946
Accessing database server (UJDBC) ........c.coveeeeeeeeeeeeeeeeeeeeeeee e 947
Logging (Service interfaces) .........ccoveueeieuieieieeeeeeeeeeeeeeee 948
Managing plugins using the APl client ..., 951
Displaying information about installed plugins ...........c.ccccooeeeiieiinenenane, 951
Other plugin endpoint operations ............ccccoiiiiiiiciiiee e, 951
Installing a plugin onto the Delphix masking engine...........c...cccccoccne... 951
Secure plugin deployment..............oooiiiioiiiiiii e 952
Using roles to restrict plugin installation................ccccooeiiiiii. 952
Verifying the SHA256 hash of installed plugins............cccoooeviieiiennnnnn. 953
TErMINOIOQY ..o e e 954
TerMINOIOQY ..o et 954

37



Continuous Compliance — Continuous Compliance Home

1 Welcome to the Delphix Continuous Compliance
documentation!

This information explains how to deploy Continuous Compliance Engines for data masking, use its features,
or tune its configurations for optimal performance. The content has been organized into several categories,
available from the lefthand navigation.

List of Continuous Compliance documentation versions in PDF format.

19.0.0.0_ContinuousCompl...

. (see page 38)

18.0.0.0_ContinuousCompl...

. (see page 38)
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17.0.0.0_ContinuousCompl...

(see page 38)

16.0.0.0_ContinuousCompl...

(see page 38)

15.0.0.0_ContinuousCompl...

(see page 38)
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14.0.0.0_ContinuousCompl...

(see page 38)

13.0.0.0_ContinuousCompl...

(see page 38)

12.0.0.0_ContinuousCompl...

(see page 38)
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11.0.0.0_ContinuousCompl...

(see page 38)

10.0.0.0_ContinuousCompl...

(see page 38)

9.0.0.0_ContinuousCompli...

(see page 38)
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8.0.0.0_ContinuousCompli...

(see page 38)

7.0.0.0_ContinuousCompli...

(see page 38)

6.0.17.0_ContinuousCompl...

(see page 38)
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6.0.16.0_ContinuousCompl...

(see page 38)

6.0.15.0_ContinuousCompl...

(see page 38)

6.0.14.0_ContinuousCompl...

(see page 38)
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6.0.13.0_ContinuousCompl...

(see page 38)

6.0.12.0_ContinuousCompl...

(see page 38)

6.0.11.0_ContinuousCompl...

(see page 38)
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6.0.10.0_ContinuousCompl...

(see page 38)

6.0.9.0_ContinuousCompli...

(see page 38)

6.0.8.0_ContinuousCompli...

(see page 38)
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6.0.7.0_ContinuousCompli...

(see page 38)

6.0.6.0_ContinuousCompli...

(see page 38)

6.0.5.0_ContinuousCompli...

(see page 38)
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6.0.4.0_ContinuousCompli...

(see page 38)

6.0.3.0_ContinuousCompli...

(see page 38)

6.0.2.0_ContinuousCompli...

(see page 38)
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6.0.1.0_ContinuousCompli...

(see page 38)

6.0.0.0_ContinuousCompli...

(see page 38)

5.3.9_ContinuousComplian...

(see page 38)
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5.3.8_ContinuousComplian...

(see page 38)

5.3.7_ContinuousComplian...

(see page 38)

5.3.6_ContinuousComplian...

(see page 38)
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5.3.5_ContinuousComplian...

(see page 38)

5.3.4_ContinuousComplian...

(see page 38)

5.3.3_ContinuousComplian...

(see page 38)
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5.3.2_ContinuousComplian...

(see page 38)

5.3.1_ContinuousComplian...

(see page 38)
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2 Quick references

« Data masking overview'
+ Installation?
Identifying sensitive data®
+ New features*
+ Fixed issues®

1 https://masking.delphix.com/docs/latest/introduction-to-delphix-masking
2 https://masking.delphix.com/docs/latest/installation

3 https://masking.delphix.com/docs/latest/discovering-your-sensitive-data
4 https://masking.delphix.com/docs/latest/new-features

5 https://masking.delphix.com/docs/latest/fixed-issues
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3 Release notes

This section covers the following topics:

3.1

New features (see page 53)

Fixed issues (see page 81)

Known issues (see page 128)

Deprecated and end-of-life features (see page 142)
Licenses and notices (see page 146)

New features

3.1.1 Release 21.0.0.0

Automated Sensitive Data Discovery (ASDD) for XML files

ASDD was introduced last year, bringing a much more complete set of sensitive data identification
techniques to structured data and semi-structured files. Previously, ASDD worked with databases,
JSON, and delimited files. Now ASDD also supports XML files.

New profiling jobs use ASDD by default

When creating a new profiling job on an ASDD supported data source, the ASDD Standard (see page
458) profile set will be select by default.

AWS S3 connector Ul

AWS S3 connectors can now be created in the Ul, in addition to the API. This connector allows you to
connect to S3 buckets and mask supported file types.

Improved user experience

This release introduces completely overhauled Environments Jobs and Connectors pages. These
improvements include easy to use wizards for both connectors and jobs, as well as new grid views.

3.1.2 Release 20.0.0.0

Automated Sensitive Data Discovery for JSON and delimited files

Automated Sensitive Data Discovery (ASDD) was introduced last year, bringing a more complete set
of sensitive data identification to structured data. This has now been expanded to operate against
JSON and delimited files.

File masking in S3 buckets

Increasingly, organizations store sensitive application data in object storage buckets. To ensure that
these buckets can be masked alongside other application data, connecting directly to S3 buckets and
masking supported file types is now available.

Improved user experience

The Add and Edit Ruleset pages in the Environments page have been updated.
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3.1.3 Release 19.0.0.0

Character Replacement Algorithm Framework

This framework allows for the creation of rules to replace specific characters in a string with other
characters. As an example, you can use this framework to remove inconsistent punctuation in data to
maintain referential integrity across data sources.

3.1.4 Release 18.0.0.0

New String Chaining Framework

Introducing a new framework, StringAlgorithmChain, designed to make it easier to build chained
algorithms for String types. This framework allows for combining various algorithms to produce a
specific output. A scenario where this would be helpful is if an instance of the Data Cleansing
framework should be used before another masking algorithm, or if highly unique data needs to be
normalized or formatted before or after masking with any type of algorithm.

Expanded Classifiers

Automated Sensitive Data Discovery has been expanded to add data discovery for medical codes
(CPT, ICD-9, ICD-10), IBAN TYPE & PATH classifiers, swift codes and bank account routing numbers.
Further, we've added a type classifier for license plates.

Expanded algorithms

New masking algorithms have been added for swift codes and bank account routing numbers.

Ul improvements

Continued improvement on the user interface, upgrading the monitoring functionality in this release.
Certifications

Certified SAP HANA SPS 07.

3.1.5 Release 17.0.0.0

Password Vault support for MariaDB/MySQL

Supported password vault platforms may now be used to authenticate the connections to MariaDB
and MySQL databases.

Email algorithm enhancement to include ExtendedEmail plugin capabilities

The Email algorithm framework has been updated to allow the chaining of existing first name and
last name algorithms, expanding on the current Email algorithm capabilities. Options to remove
accent characters, specify error handling actions, and preserve original domains are also added, all to
facilitate the creation of a realistic masked email value. More details can be found in the Email
(algorithm frameworks)® page.

Continuous Compliance user experience improvements

The Continuous Compliance user experience overhaul continues with an update to the Environments
Rule Set page in the UL.

6 https://masking.delphix.com/docs/latest/email-algorithm-frameworks
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* New Classifiers
In Automated Sensitive Data Discovery (ASDD), classifiers are used to identify different types of data.
New classifiers have been added for gender, sexual orientation, house number, marital status,
language, ethnicity, blood type, prescription drugs, companies, job titles, and department.

* New Secure Lookup algorithms
To pair with the new classifiers, new Secure Lookup algorithms have been added for marital status,
language, ethnicity, blood type, prescription drugs, job titles, and department.

3.1.6 Release 16.0.0.0

+ New Multi-Column Conditional Algorithm Framework
A new algorithm framework has been added that allows users to conditionally mask a column. This is
an extremely handy new capability that will eliminate scripting or custom plug-ins that were required
to satisfy conditional masking use cases in the past.

« FTPS support for Mainframe data sets
Users masking files on the Mainframe can now establish direct connections using the built-in FTPS
protocol support on the Mainframe.

+ Automated index, constraint, and trigger control for Db2 iSeries
Users masking Db2 iSeries databases can now take advantage of our automated support for
managing indexes, constraints, and triggers that are impacted by masked columns. This eliminates
custom pre and post scripting that has otherwise been required.
Automated constraint and trigger control for Db2 z/0S
Users masking Db2 z/0S databases can now take advantage of our automated support for managing
constraints and triggers that are impacted by masked columns. This eliminates some of the custom
pre and post scripting that has otherwise been required. Index automation is not available for Db2 z/
0s.

+ Additional classifiers and algorithms
Additional classifiers, domains, and algorithms have been added to allow users an easier experience
finding and masking age and location data.

+ Password vault for SAP ASE
Supported password vaults may now be used with SAP ASE (Sybase) databases.

+ Updated user experience
Continued overhauls of the user interface have been implemented to provide better utility, scalability,
and stability. In this release, the Inventory page for XML and Mainframe file formats has been
updated.

+ Redeploy Support (Repave)
Continuous Compliance Engines may now be disconnected from their storage and redeployed,
maintaining the previous configuration and data. Redeployment support only works with the same
Delphix Engine version.

3.1.7 Release 15.0.0.0

+ Document type masking support for Delimited File Fields (JSON and XML)
Increasingly, XML and JSON data are stored in delimited file fields, often as the result of exporting a
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database table to a delimited file. Now, these fields can be assigned an appropriate file format so fine
grained masking of XML or JSON can be performed.

+ Masking Ul Revamp - Inventory screens for databases and JSON
This release introduces completely overhauled database and JSON inventory pages, showcasing a
range of user-friendly improvements. These improvements include filtering, sorting, column resizing,
and overall performance optimizations. For those using databases and working with JSON data, this
upgrade is a must-have.

+ Improved auditing of cascading deletes
In some cases, deleting an object (e.g., a Connector) results in a cascading deletion of dependent
objects (e.g., rule sets, jobs). Previously the audit log only recorded the initial object deletion. Now,
the audit log will also record an entry for all other deleted objects.

3.1.8 Release 14.0.0.0

« Updated Classifiers
A new tranche of classifiers has been added to discover additional sensitive data. These new
classifiers include elements like medical record number, full name, age, and IP address. Several
existing classifiers have been improved to better discover sensitive information, including credit card
numbers and bank account numbers.

+ Data Discovery and Authentication Support
Automated Sensitive Data Discovery now supports OAuth for Salesforce or Kerberos for Oracle
Database, Microsoft SQL Server, and SAP ASE.

*  FTP Support for Mainframe MVS Storage
The Compliance Engine now offers enhanced functionality with FTP support, enabling direct access
to the mainframe MVS storage environment.

+ Updated IBM Db2 LUW Connector
The connector will now provide more automated control of indexes, constraints, and triggers as well
as deliver automated identity column support. This will automatically upgrade and allow you to
choose these features.

+ IBM Db2 LUW, iSeries and z/0OS Temporary Identity Column Support The connector will now created
an identity column and index for Db2 tables where none exists. These will be removed and the table
returned to it's original state after masking concludes.

« Password Vault for IBM DB2 on LUW, iSeries and z/0S
Supported password vaults may now be used with DB2 databases on LUW, iSeries, and z/0S
systems.

+ Updated User Experience
The process of overhauling the user interface to provide you better utility, scalability, and stability
continues. In this release, the inventory page has been updated for fixed-length and delimited file
types, as well as the file format settings page.

ESXi 8.0 U1
Continuous Compliance may now be run on VMware ESXi 8.0 U1.
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8 The product’'s REST API schema specification has been upgraded from Swagger 2.0 to OpenAPI
3.0.1. This may impact API consumers in different ways, depending on what tools are used to
access the API. The short summary is: unless your API client is dynamically generating API
access classes (aka. stubs), you should not notice any disruption.

Usage that will see limited or no Impact:

Using Curl / HttpRequest / other Third party HTTP libraries
These tools do not consume the REST API schema. The only known, observable difference regards
the error response returned when a request is sent with an empty body (when body content is
required). Valid API usage should never encounter this error.

+ Using Swagger 2.0 static stubs
API client stub methods generated previously from an APl schema taken from earlier product
versions should continue to function normally. The REST API version used to construct the API stubs
should be specified in the request path to maintain compatibility; this a general requirement for API
compatibility not resulting from this change.

Usage that will see significant impact:

Generating API client stubs

This approach dynamically generates API client access classes using the REST API's swagger
schema specification. These classes are sometimes referred to as client-stubs. Third-party libraries
like swagger-codegen or openapi-generator can be used to generate API helper classes. To
continue with dynamic client generation, the third-party library in use will need to be upgraded to a
version compatible with the OpenAPI 3 schema format.

+ After the library upgrade, the auto-generated OpenAPI 3 client stubs will likely differ from the
Swagger 2 specification’s client stubs, requiring updates to any code that consumes the stub
classes. These changes include the following, though other variations may exist that were not
encountered during testing:

+ Change in default date-time libraries (can be configured through generator library
arguments).

+ Change in the order of request parameters and request body within the method
arguments of stubs classes.

+ Change in getter functions of boolean variables (ex: variable-“valid” getter function in
2.0 specificationis getValid() ,whereasin3.0itis isvalid() ).

3.1.9 Release 13.0.0.0

« Password Vault Support for Microsoft SQL Server
In this release, the SQL Server connector joins the growing list of connectors that support credential
management systems.
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+ SQL Server
SQL Server 2022 is now supported.
+ Microsoft Azure SQL Data Warehouse
Azure SQL Data Warehouse is now supported.
+ Updated User Experience
The Roles page has been updated, with a number of handy templates now provided as well.

3.1.10 Release 12.0.0.0

ASDD extended drivers
Extended drivers allow you to provide your driver with additional data sources. Automated Sensitive
Data Discovery, which aims to identify common sensitive and personally identifiable data elements,
now works with these sources.

« Password vault support for Oracle
You can now leverage supported password vaults to manage credentials for Oracle databases.

3.1.11 Release 11.0.0.0

+ IBAN discovery and masking
Supports automatically discovering and masking International Bank Account Numbers.

+ New US driver's license classifier
Supports automatically discovering and masking US Driver’s Licenses.

+ Oracle source sizing
Measures the size of connected Oracle databases. This information will be available via a new
utilization PDF report, as well as through the GET /billing-usage API.

* New features for the Postgres connector
The connector will now provide more automated control of indexes, constraints, and triggers. This
will automatically upgrade and allow you to choose these features.

+ User-controlled automated sensitive data discovery (ASDD) set upgrade
With the 11.0 release, Delphix will begin shipping the standard ASDD discovery set independent of
Continuous Compliance. You can use a new API endpoint to control when to adopt new ASDD
discovery sets. This will allow you to upgrade to newer releases of the software without impacting
existing workflows, as well as easily creating and distributing your own classifier sets.

3.1.12 Release 10.0.0.0

Password vault support for PostgreSQL connections

This release adds HashiCorp Vault and CyberArk support for storing and accessing secrets, keys, and
certificates necessary for PostgreSQL operations.

More automated sensitive data discovery classifiers

Classifiers improve our ability to automatically discover sensitive information and accurately
recommend masking algorithms. This update adds classifiers for identifying Credit Cards, Addresses,
Telephone numbers, US Passports, US SSNs, and Bank accounts. With ASDD Classifiers,
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organizations can easily mask new data sources for downstream teams to start working with
compliant data quickly.

+ Classifiers user interface
This update adds a new user interface for the Automated Sensitive Data Discovery classifiers
introduced in 9. Previously, classifier definitions were only accessible via the API.

+ Enhanced document type support for JSON and XML
This update expands our support for the JSON and XML Document types. Applying the multi-column
algorithms to JSON and XML structures is now possible. Further, it is now possible to mask JSON
and XML structures stored in BLOBs.

+ CbData license upload
Our partnership with CData allows customers to purchase and use CData JDBC drivers from Delphix
to connect to additional data sources with Continuous Compliance. This release enables users to
install the required license files on their engines. Customers download the CData drivers directly from
CData but download the corresponding license files for these drivers from Delphix. Consult your
account representative for purchasing and using a specific CData driver.

3.1.13 Release 9.0.0.0

New Automated Sensitive Data Discovery (ASDD) profiler implementation
The new ASDD profiler has been introduced with a number of new features (see page 566), including
new data-level profiling logic and improved database sampling capabilities. A new profile set, ASDD
Standard (see page 458) has been added that leverages the new implementation.

+ Ul Updates: Audit and Classifiers
Audit: This page allows for a quick review of historical user activity with global audit logs, to help
ensure compliance. Updated for speed and ease-of-use, with significantly better filtering, searching,
and performance.
Classifiers: This section of the Settings page contains a list of Classifiers with relevant information
and actions. The Profiler can be customized for domain and data level (name, column metadata, data
value) using standard regex expressions. Improved performance, data level inspection, and accuracy
for matching data types (using data classifiers).

3.1.14 Release 8.0.0.0

+ Improved JSON document store performance
Upon upgrade, JSON Document Store masking is significantly faster. For more information, visit
Document Store Type Masking (see page 0).

+ This release contains bug fixes for the Continuous Compliance Engine.

3.1.15 Release 7.0.0.0

+ JSON and XML: tokenization/re-identification and chained algorithms
Easily leverage tokenization/re-identification algorithms and chained algorithms with JSON and XML
data. Data tokenization/re-identification provides reversible data anonymization to protect data in
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non-prod environments. Chain algorithms enable complex multistep algorithms to be run on separate
values, such as Full Name algorithms.

3.1.16 Release 6.0.17

+ JSON; XML field masking
This release introduces the ability to mask JSON; XML objects nested in string/text fields, allowing
Continuous Compliance to be maintained for semi-structured JSON &amp;amp; XML data in non-
production environments. With this, the Continuous Compliance library can be leveraged, or
customized algorithms can be created to meet required data schemas.

+ Microsoft Intelligent Data Platform Integration (Azure Data Factory; Azure Synapse Pipelines)
Accelerate data compliance using Microsoft Intelligent Data Platform’s ETL tools with Delphix
Continuous Compliance. This allows users to quickly mask data while moving between 100+ Azure
Synapse Analytics and Azure Data Factory connections. Quickly identify sensitive data in ETL
pipelines and mask using Delphix algorithms.

Containerized masking

This feature allows users to efficiently spin up and tear down Continuous Compliance containers.
Easily orchestrate scaling out Continuous Compliance using a container orchestrator, allowing for
quick parallelized masking jobs in the self-managed container cluster to multiple instances.

+ Hyperscale Compliance masking job sync
Introducing fast migration for masking jobs from existing Continuous Compliance Engines to the
Hyperscale Compliance Orchestrator. This accelerates the masking of massive Oracle databases for
compliance and greatly improves masking speed for databases with billions of rows containing PlII,
PHI, or sensitive data fields.

3.1.17 Release 6.0.16.0

+ Strict content security policy
This release adds a new application setting group that drives strict content security policy. Content
Security Policy (CSP) is an added layer of security that helps to detect and mitigate certain types of
attacks. Including (but not limited to) Cross Site Scripting (XSS), and data injection attacks.

3.1.18 Release 6.0.15.0

+ JSON file masking
This update introduces support for JSON File Masking, a popular human-readable data exchange
format. Teams can leverage Delphix's existing library of pre-built algorithms to mask sensitive
information. For more information, see JSON File Masking.”

+ Segmented mapping algorithm V2
This update enhances the Segmented Mapping Algorithm for improved performance, extensibility,
security, and portability. It produces new masking results from the legacy algorithm. Segmented

7 https://delphixdocs.atlassian.net/wiki/spaces/CC/pages/8456938
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Mapping allows a user to create unique masked values by dividing data into segments that are
masked piecewise. For more information, see Segmented Mapping. (see page 816)

+  Numeric expression algorithm
This new algorithm enables formula transformations to values, so that teams can run common math
operators to scale or shift numbers.

+ New API endpoints
This release introduced a new API Support Bundle Generation endpoint:

The new API endpoint is:

Group Endpoints Description

supportBundle POST /support-bundle Generates support bundle

For more information, see API for generating support bundle. (see page 860)

3.1.19 Release 6.0.14.0

 Certifications
+ SAP HANA 2.0 SP 05
+ CockroachDB

* VMware ESXi 7.0 U3c

+ Data cleansing
The Data Cleansing algorithm has been updated to standardize spellings, misspellings, and convert
abbreviations. Algorithm based data cleansing eliminates slow and manual processes prior to
masking the data. For more information, see Data Cleansing. (see page 788)

+  Min Max
The MinMax Number and MinMax Date algorithms have been updated for normalizing outlier data in
a table column by masking numbers and dates that could give context of records based on values.

+ Continuous Compliance Ul improvements

+ Monitoring interface now details which job step is currently underway
+ Improved Continuous Compliance job management for intermediate steps
+ Redesigned Execution Monitor interface

+ For more information, see Monitoring Masking Job. (see page 704)

+ “Optional” columns for multi-column algorithms
The Multi-column algorithm now allows for some fields to be marked as optional for more run-time
flexibility. Concurrent Continuous Compliance operations can now occur using multiple data columns
in a single operation. For more information, see Using Multi-Column Algorithms. (see page 916)

+ Automated sensitive data discovery
A new default profile set is being implemented to improve the accuracy and speed of column level
profiling. 40 new profile expressions utilizing type constraints are introduced for domain and
algorithm assignment to help reduce false positives associated with data type mismatches during
inspection. The default profiler set upgrade has no change or impact on existing users.
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+ New API endpoints
This release extends the list of API-endpoints by adding the following task-based progress
monitoring endpoints.
The new API endpoints are :

Group Endpoints Description

monitoring GET /monitor-task get the status of Execution or async
task

monitoring GET /monitor-task/ get the status of Execution or async
task by the id

3.1.20 Release 6.0.13.0

+ Certifications
This release adds support for VMware ESX/ESXi 7.0 U3c and DB2 12.0 on z/0S.

+ New tokenization algorithm
In this release, Delphix introduces a new Tokenization algorithm framework to replace the legacy
Tokenization algorithm. This new Tokenization algorithm framework includes additional
configuration options for increased security. For more information, see Tokenization (see page 679).
Legacy Tokenization algorithm instances will remain in place and function the same until their
planned EOL in version 6.0.15.0, migration to the new Tokenization algorithm is recommended.

+ Zip+4 algorithm
A new version of the Zip+4 algorithm is now available that is used for full-length (nine-digit) zip
codes. This new version is built upon the Masking Algorithm SDK and offers the same benefits as
other new algorithms, including greater performance.

+ Improved masking monitoring
This release improves usability and diagnosability of the Masking Engine by allowing users to search
for past jobs and filter the results based on job type and status. For more information, see the Search
section at Monitoring Masking Job. (see page 704)

* New API endpoints
This release extends the list of API-endpoints by adding the following execution logs endpoints.
These API endpoints will return file download ID that can be used to download execution logs under
GET /file-downloads/{fileDownloadld}.
The new API endpoints are :

Group Endpoints Description

executions GET /execution-logs get all execution logs of all jobs.
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Group Endpoints Description

executions GET /executions/ get a particular execution log by
using execution ID.

execution-component-log GET /execution-component-log get all the execution component
logs of all jobs, execution ID is a
mandatory parameter.

execution-component-log GET /execution-component-log/ | get a particular execution log by
using componentid.

3.1.21 Release 6.0.12.0

+ New Microsoft SQL Server implementation to disable constraints/triggers and drop indexes
In this release, Delphix adds default driver support for Microsoft SQL Server database masking
options of Disable Constraints, Drop Indexes, and Disable Triggers as job tasks. These changes apply
to masking, reidentification, and tokenization jobs where enabled.
For details on the usage and known limitations of the Microsoft SQL Server Disable Constraints, Drop
Indexes, and Disable Triggers driver support tasks, see Microsoft SQL Server Built-in Driver Support
Plugin (see page 696). Upon engine upgrade, any existing jobs on built-in Microsoft SQL Server
connectors where these options were selected will be upgraded to these enabled driver support
plugin tasks.

+ Improved user experience diagnosability
This release improves user experience by ensuring time is displayed in a consistent fashion. It
prevents users from running parallel update threads against incompatible databases and provides
per-job log information. The job monitoring view now displays the total time taken in the
hours:minutes:seconds format.

+ Free text redaction
This release updates the free text redaction algorithm to the new extensible Algorithm framework to
improve performance and allow chaining of algorithm instances. For more information, see Free Text
Redaction. (see page 797)

+ Updated secure lookup instances
This release updates the legacy Secure Lookup algorithms to the extensible Secure Lookup
framework. Masked results will remain the same other than whitespace handling.

* New API endpoint for define fields
This release extends the list of APl-endpoints by adding the following file-field-metadata endpoint to
create field metadata for a file format. This field allows users to add a file field that you want to mask
in a format. After the user uploads a format, all the fields from the uploaded file format are displayed
at the inventory screen.
The new API endpoint is :
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Group

Endpoints

Description

fileFieldMetadata

POST /file-field-metadata

Creates field metadata for a file
format.

+ Masking whole file

You can now configure the masking engine to mask the complete file and pass the content of that file
as a single input to an algorithm. For more information, see Masking Whole File. (see page 429)
Character mapping algorithm support for tokenization/reidentification jobs

The character mapping algorithm can now be used for tokenization and reidentification jobs.

3.1.22 Release 6.0.11.0

Certifications

This release adds support for Oracle database 21c.

General Ul for extended algorithms

In this release, Delphix continues to improve the experience of creating and using new extended
algorithms. These algorithms may include configuration information stored in JSON format. The
configurations are now editable via the Ul. For more information, see General Ul for Extended
Algorithms. (see page 685)

OAuth2 API support

The Virtualization and Masking engine APIs are now accessible via OAuth2 tokens that improve
Delphix's security offerings. For more information, see Configuring OAuth2 Authentication for API
Access.8

New Oracle optimizations to disable constraints/triggers and drop indexes

In this release, Delphix has re-implemented the Oracle database masking options of Disable
Constraints, Drop Indexes, and Disable Triggers as job tasks, using the Driver Support Plugin
Framework (see page 693), improving both functionality and performance. These optimizations apply to
masking, reidentification, and tokenization jobs where these tasks are enabled.

For details on the optimizations, usage, and known limitations of the Oracle Disable Constraints, Drop
Indexes, and Disable Triggers driver support tasks, see Oracle Built-in Driver Support Plugin (see page
695). Upon engine upgrade, any existing jobs on built-in Oracle connectors where these options were
selected will be upgraded to these enabled driver support plugin tasks.

New export secure lookup values API

This release extends the list of API-endpoints by adding a new API for exporting the values from a
secure lookup algorithm instance.

The new API endpoint is:

8 https://delphixdocs.atlassian.net/wiki/spaces/CD/pages/6295763/
Configuring+0Auth2+authentication+for+API+access
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Group Endpoints Description
algorithm POST /algorithms/ Export lookup values form secure lookup
algorithm.

For more information, see Secure Lookup - Exporting Secure Lookup Values via API (see page 668).
New copy ruleset API

This release extends the list of API-endpoints by adding three new APIs for copying rulesets under
databaseRuleset, fileRuleset, and mainframeDatasetRuleset.

The new API endpoints are :

Group Endpoints Description

databaseRuleset PUT /database-rulesets/ Copy ruleset objects in the same

database environment.

fileRuleset PUT /file-rulesets/ Copy ruleset objects in the same

file environment.

mainframeDatasetRuleset PUT /mainframe-dataset- Copy ruleset objects in the same

rulesets/ dataset environment.

New binary lookup algorithm

This release introduces a new binary lookup algorithm framework in the masking extensibility SDK
that supports advanced features such as algorithm chaining. Legacy binary lookup algorithm
instances will be automatically and seamlessly migrated to the new binary lookup framework when
you upgrade the masking engine. For more information, see Binary Lookup (see page 614).

Ul/UX enhancements

This release introduces substantial improvements to the user interface that gives a new look and feel
to the masking engine.

3.1.23 Release 6.0.10.0

Masking Salesforce data

There has been an increasing demand for an easy way to manage and utilize the highly sensitive data
stored in Salesforce. With this new Select Connector offering, sensitive data discovery and masking
algorithm assignment is automatically handled for the Salesforce default schema; this is not only
unique in the market, but also the first time Delphix is delivering this solution as an addition to its
product suite. This is the top compliance solution for Salesforce on the market and provides a
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dramatically simpler deployment option to manage and secure this business-critical data. For more
information, see Application Solutions documentation.®

+ New mapping algorithm
A more powerful and faster mapping algorithm is now available. This allows running the same
mapping algorithm across multiple jobs and across multiple engines. Running the same mapping
algorithm across multiple engines requires a compatible external database. New APIs now support
migrating mappings from existing mapping algorithms to the new mapping algorithms.

+ Algorithm replacement APIs
APIs are now being introduced to list and replace algorithms.

Group Endpoints Description

algorithm GET /algorithms/ Retrieves all usage of the algorithm specified
in the request path.

algorithm PUT /algorithms/ Updates all usage of the algorithm specified in
the request path to use the new algorithm
name supplied as a query parameter.

For more information, see Managing Algorithm Usage (see page 779).

Group Endpoints Description

algorithm GET /algorithms/migration Returns a list of result objects describing
each possible migration. One object is
returned for every algorithm on the engine
that can be migrated.

algorithm POST /algorithms/ Creates a new algorithm named
newAlgorithmName (from the API query
parameters), by migrating from the algorithm
named in the query path.

For more information, see Migrating algorithms (see page 783).
New phone masking algorithm
A new masking algorithm for the phone number framework for US and international numbers is now
available. Migration from the old phone masking algorithm to the new one is required. For more
information on transition, see Delphix Community Post°.

* New custom SQL API
In this release, Delphix has extended the list of APl-endpoints by adding a new table-metadata

endpoint for generating custom SQL for the given tableMetadatald.

9 https://ecosystem.delphix.com/docs
10 https://community.delphix.com/blogs/michael-torok/2021/08/12/delphix-end-of-life-notice-legacy-masking-algorith
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The API endpoint is :

Group Endpoints Description

tableMetadata GET /table-metadata/ Generates a custom SQL.

3.1.24 Release 6.0.9.0

+ Masking SDK driver support plugins
The Masking SDK functionality is extended with the ability to develop a new kind of plugin, called
driver support plugins. These allow the execution of developer-defined tasks as part of a masking job.
+ Masking SFTP connector is extended with a new flag 